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PIPELINE MULTIPLIER OF POLYNOMIALS MODULO
WITH ANALYSIS OF HIGH-ORDER BITS OF THE MULTIPLIER

Abstract. Among public-key cryptosystems, cryptosystems built on the basis of a polynomial system of
residual classes are special. Because in these systems, arithmetic operations are performed at high speed. There are
many algorithms for encrypting and decrypting data presented in the form of polynomials. The paper considers data
encryption based on the multiplication of polynomials modulo irreducible polynomials. In such a multiplier, the
binary image of a multiply polynomial can serve as a fragment of encrypted text. The binary image of the multiplier
polynomial is the secret key and the binary representation of the irreducible polynomial is the module.

Existing sequential polynomial multipliers and single-cycle matrix polynomial multipliers modulo do not
provide the speed required by the encryption block. The paper considers the possibility of multiplying polynomials
modulo on a Pipeline in which architectural techniques are laid in order to increase computing performance.

In the conclusion of the work, the time gain of the multiplication modulo is shown by the example of the
multiplication of five triples of polynomials. Verilog language was used to describe the scheme of the Pipeline
multiplier. Used FPGA Artix-7 from Xilinx companies.

The developed Pipeline multiplier can be used for cryptosystems based on a polynomial system of residual
classes, which can be implemented in hardware or software.

Key words: Polynomial system of remainder classes, irreducible polynomials, remainder former, Pipeline
modular multiplier.

Introduction. There are two approaches to multiplying polynomials modulo. At the first approach,
multiplying modulo in two stages is performed [1, 2]. At the first stage, polynomials are multiplied, at the
second stage, polynomials multiple by irreducible polynomials modulo. If at the first stage of
multiplication polynomials are possible to accelerate on matrix circuits, then the accelerated of them
multiplying modulo is difficult. At the second approach, process of multiplying modulo is divided into
steps, and at each step of the multiplication polynomials is combined with the operation of reduction
irreducible polynomials modulo. While, of multiplying polynomials are performed on a sequential circuit
starting with the analysis of high-order [3] or left-most [4] bits of the polynomial multiplier.

To improve performance, one-clock multipliers of polynomials modulo with a matrix structure were
developed [5-7].

The matrix structures of parallel multipliers have the potential improving performance - the
possibility of pipelining, which is a prospective architectural technique [8].

Main part. During pipelining, the multiplying operation is divided into a finite number of sub-
operations, and each sub-operation is performed at its own Pipeline stage, with all Pipeline stages are
working of parallel. The results obtained at the i-th stage are transferred for further processing to the
(i+1)-th Pipeline stage. Transmit of information from stage to stage is through the buffer memory located
between them.
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A stage that have accomplished of its sub-operation remember the result in the buffer memory and
can start processing the next portion of the sub-operation data, while the next Pipeline stage uses the data
stored in the buffer memory located at its output. Synchronization of the Pipeline is provided by clock
pulses, the period of which is determined by the slowest Pipeline stage and the delay in the buffer memory

element.

In a Pipeline multiplier of N stages, the multiplying data modulo can be input with an interval of

N times less than for a matrix multiplier. Output results appear at the same pace.

A diagram of an N-stage of the Pipeline for multiplying a polynomial-multiplicand A(x) by a

polynomial-multiplier B(x) modulo an irreducible polynomial P(x) shown in figure 1.

CP A(X)

B(x) P(x)

Y

4

Ry

»b;bio] RgB [b;[bg}— ReP |

bi-l

|—|——)|

+—> RgAl [ RgRg

R,

Y Y
—>b; 5| RgB.1 |by|bgl—> RgP
b

Figure 1 — Pipeline multiplier of polynomials modulo starting with analysis of high-order bit of the multiplier

—— |4 ——
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The first Pipeline stage contains logical block diagram ANDI and buffer registers RgA.1, RgRy,
RgB.1land RgP.1. The second and next Pipeline stages contain logical blocks-former of partial remainders
(PRFy + PRFy.)). The second and other Pipeline stages have individual buffer registers. For example, the
buffer registers of the second Pipeline stage are the registers RgA.2, RgR;, RgB.2 and RgP.2. The buffer
register of the N-stage is the Rg.N-1 register, in this diagram the registers RgA, RgB and RgP are the input
Pipeline registers, where before the start of operations on the next triples of polynomials A(x);, b(x); and
P(x);, the i-th triple of polynomials is accepted.

Upon the first clock pulse CP1 is provided, the first triple of polynomials A, B, P from the input
registers are transferred to the first stage of buffer registers. In the process this transfer, the contents input
register RgA logical are multiplied by the high-order bit b;; polynomial-multiplier B;(x). The result of
operations A(x)&b;.;=R, written to the first stage of buffer register RgR,, and A(x), Pi(x) are accepted in
the RgA.1 and RgP.1 registers.

According to the clock signal CP1, the second triple of polynomials A2(x), B2(x) and P2(x) are
received to place of the first triples A;(x), B;(x) and P,(x) in the input registers. Upon the signal CP2 is
provided, the contents of the input registers are transferred to the first stage of buffer registers, the
contents of the first stage are transferred to the second stage of buffer registers RgA.2, RgR;, RgB.2 and
RgP.2. While, in the first Pipeline stage operation A,(x) &b;.; = Ry is performed, reaches in RgR register.
The buffer registers RgA.1, RgP.1 will receive the corresponding contents of RgA (A,) and RgP (P»).

During the action of the second pulse of CP2 in PRF.1, the operation and the calculation of the
remainder R; = (2R @ A,&Db;.;) mod P, saved in the buffer register RgR; are performed.

The clock signal CP2 into the input registers receives the polynomials of the third triples of
polynomials A;(x), B3(x) and Ps;(x). Upon the third clock signal CP3 is provided, the third triples of
polynomials A;(x), B3(x) and P3(x), will be processed by the logical blocks of the first stage (AND1), the
second triples of polynomials A,(x), B,(x), and P,(x), will be processed by the logical blocks of the second
stage PRF.1, the logic blocks of the third stage PRF.2 will process the first triples of polynomials A;(x),
B,(x) and P;(x).

Upon the N-clock pulse CP.N is provided, the contents of the input registers polynomials An(x),
Bn(x) and Pn(x) will reaches to the first stage buffer registers, the contents of the first stage buffer
registers to the second stage buffer registers, etc.

The results of processing the polynomials A(x), Bi(x) and P,(x) from the N-1 stage buffer registers
will moved to the N-stage buffer register — Rg.N-1, while in PRF.N-1 Ry = [(2Rn.1 DA (x)&by)]modP,
is calculated, which is the result of multiplying modulo [A;(x)*B;(x)]modP (x). The input registers receive
the triples of polynomials An:i(x), Bn+1(X) and Py.(x) with a clock signal CP.N.

Upon the clock pulses N+1, N+2, N+3, etc. is provided on the output Pipeline register Rg.N-1, the
results of multiplying of triples of polynomials will be formed:

Ry = [AN+1(X)* BN+1(X)]mOd Py
Ry = [AN+2(X)* BN+2(X)]mOd Py,

Ry = [AN+k(X)* BN+k(X)]m0d Py ik

The results of the sum modulo of two 2R; | @ A(x)b; is provided to the left inputs is performed by

the adder modulo of two Add.1. The value of P (x) is provided to the right inputs of Add.2. If, at the same
time C =2R,_; @ A(x)b; > P(x) then in the high-order bit of the sum C the value C;, = 1 is formed. With

this signal, block of diagram AND?3, the result of adding C @ P(x) at the output of Add.2 forming R; is
output. If C=2R, |, ® A(x)b, < P(x), C, =0. Then the value C=2R, ,® A(x)b, by the signal
C,, =1 by the block of diagram AND2 the output is C =R, .

Figure 2 shows the structure of the PRF,. The central adder modulo 2 is the Add.2 adder.
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Figure 2 — PRFi structure

Consider the example of multiplying polynomials modulo on a five-stage Pipeline. Let:

A, =x*+x = 01010,; B, =x*x*+x = 10110,; P, =x>+x*+1 = 1001015;

Ar=x*+x% = 10100,; B,=x+x*+1 = 01101,; Po=x"+x’+1 = 101001,;

A;=x*+x+1=11001,; Bs=x"+x*+1=10101,; Py=x’+x"+x*+x+1 = 101111,;

A=+ x*+1=011015; Bs,=x*+ x>+ x=01110,; P,=x’+ x* + x>+ x + 1 = 110111y;

As=x"+x=10010,; Bs=x*+x=10010,; Ps=x"+ x*+ x>+ x>+ 1 = 111101,.

The results of multiplying polynomials A;(x) + As(x) by B;(x) + Bs(x) modulo Py(x) + Ps(x) are
shown in figure 3.

AExi+x Ag=xtx? A=+ A+l As=x*x
Bi=x*txMx | B=x®+xM1 | Ba=xMx+l Bedxx Bs=x*+x - - - -
Pi=xf4xi] | P+l | Dol | Pe=dcqadext ] | P+l
CP1 Cp2 CP3 CP4 CP5 CP6 CP7 CP8 CP9
I | Rn=01010z | Roz=000002 | Ros=11001:z Ros = 000002 Ros = 10010z - - - -
I - Ri1=101002 | Ri2=10100: Ri:=11101z R4 =01101z Ris=11101z - - -
m - - Rz =001112 R =101012 Rz = 011002 R24=10111z | Ras =011112 - -
v - - - Ra1=001002 Raz =00011z R33=11000z | R4 =10100z | Rss=01100z -
v - - - - Ra1 =010002 R4z=10010z | R43=00110z | Ras=11111z | Ras= 11000z

Figure 3 — The results of multiplying polynomials A(x) + As(x) by B;(x) + Bs(x) modulo P;(x) + Ps(x)

From this figure 3

R41 = [A1(x) - Bi(x)] mod P, =01000,, is corresponds to a polynomial: Ry, = X’
R4y = [Ax(x) - By(x)] mod P,=10010,, is corresponds to a polynomial: Ry, = x*+ X;
Ryz = [As(x) - B3(x)] mod P3 = 00110, = x* + x;

Rus = [A4(x) - Bs(x)] mod P4 = 11111, =x"+x’ +x* +x + 1;

Rys = [As(x) - Bs(x)] mod Ps = 11000, = x* + x°.

— 16 ——
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In this figure 3, R;; are the numbers of intermediate remainders i(i = 0 + 4) and the numbers of triples
of numbers j, where j = 1 + 5.Consider the time value. The multiplying time of polynomials without a
Pipeline is determined by the formula:

T, = NKTj,

where K — the number of triples of polynomials to be multiplying, N — The number of Pipeline stages,
Tk — the duration of the clock period, which is determined by the ratio Tx = Tprp + Tgrg, Where
Tprr — partial remainder formation time, Tgr, — time of recording of the processing results to buffer
registers.

The runtime of operations on K input polynomial streams (triples of polynomials) at N Pipeline
stages or with a clock period T is determined by the ratio [9]:

Tyg = (N +(K -1))T.
The time value is determined by the formula:
C=(NK—-(N+K-1))T,.
For our example,
C=(NK -(N+K -1))T =(25-9)T, =16T.

The timing diagram and the results of the multiplying modulo the above triples of numbers on a five-
stage Pipeline are shows in figure 4. Verilog HDL is used to describe the circuit of the Pipeline multiplier.
Artix-7 from Xilinx as the Field Programmable Gate Array (FPGA) was chosen.

As shown in the figure 4, the first triple of polynomials A(x), B(x), Pi(x) from the Pipeline input
registers to the buffer registers of the first stage with the first clock signal CP1 are transferred. In this case,
the partial remainder Ry; = 01010, is calculated by the logical block of the first stage.

e Bi4:0]
W Pls:0]
1§ ck

B RoOl4:01 D

B rila0) 00000 &7 10100 i 0 0 11001
B Rr204:01 P — (00111 )} 10101 ) 01100 ¥ 10111 )_ Oiiil Y

B R3[4:01 oo ¥ 00100 ¥ 00 11000 ¥ 10100 ¥ 01100 00
B Rafa:0] | 11000 E———| == OO0 | W 0100y 10010 ) 00110 f 11l ) 11000

Figure 4 — The timing diagram of the Pipeline circuit

During the action of the second clock signal CP2, the second triple of polynomials Ay(x), By(x), P2(x)
from the Pipeline input registers are transferred to the first stage buffer register, the contents of the first
stage buffer registers are transferred to the second stage buffer registers. In this case, at the first stage
Ry = 00000,, at the second stage of the Pipeline, the remainder R;; = 10100, is calculated.

Upon the third clock pulse CP3 is provided from the Pipeline input registers, the triple of polynomials
A;(x), B3(x), P3(x) are transferred to the first stage buffer registers, the contents of the first stage buffer
registers are transferred to the second stage buffer registers, also the contents of the second stage buffer
registers are transferred to the third stage buffer registers. While, a partial remainder Ro; = 11001, is
formed in the first stage of the Pipeline, R;; = 10100, and R,; = 00111, respectively are formed in the
second and third stages of the Pipeline.

After the fourth clock pulse CP4 is provided, triple of polynomials A4(x), B4(x), P4(x) enter the inputs
of the first stage of the Pipeline, the partial remainder Ros = 00000, is calculated of the first stage of the
Pipeline, the remaining residues R;; = 11101,, Ry, = 10101,, R3; = 00100, are formed on the other three
stages.
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Upon the fifth pulse CP5 is provided, triple of polynomials As(x), Bs(x), Ps(x) enter the inputs of the
first stage of the Pipeline, and at the first, second, third and fourth stages partial remainders
R05 = 100102, R14 =01 1012, R23 =01 1002, R32 = 0001 12, R41 = 010002 are formed.

Upon the sixth pulse CP6 is provided to the inputs of the first stage of the Pipeline, polynomials are
not provided and the remainders Rys = 11101,, R4 = 10111,, R33 = 11000,, R4, = 10010, are formed on the
corresponding 2, 3, 4, 5 stages of the Pipeline.

After the seventh pulse CP7 is provided the remainders R,s = 01111,, R3; = 10100,, R43 = 00110, in
the 3, 4, 5 stages of the Pipeline are calculated.

The eighth clock pulse CP8 the remainders R3s = 01100,, Rys = 11111, 1in stages 4, 5 are formed.

The ninth clock pulse CP9 completes the work of the Pipeline and in the fifth stages of the Pipeline
the remainder Rys is calculated, which is the result R, = [A5 (x) * By (x)]modP5 (x).

Conclusion. Considered pipeline scheme and calculation examples show that pipeline allows you to
process a stream of three polynomials increasing the data encryption performance, which allows you to
build a high-performance cipher process.
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KOBEUTKIIITIH )KOFAPFbI PASPSI/ITAPBIH TAJIJIAY HETI3IH/IE
HOJMHOMIAPIBIH MO/YJIb BOMBIHIIIA KOHBEMUEPJII KOBEUTY KYPbLIFbICHI

AHHOTANUsA. AIIBIK KUITTI KPHUITOXYHE IMIIHAE KANABIKTap >KYHECIHIH KONMYIICNiK HETi3iHIe KYpPBUIFaH
KPHIITOXKYHEIepiHiH allaTbiH OpHBI Oesiek. OWTKeHI MyHIal Xylene apupMETHKAIBIK aMajliap JKOFapbl JKblIIaM-
JBIKIIEH opbiHAananbl. Kenmymienik Typinae Oepinren ManiMerTepai Mudpiay sl THIMAL TOCLIl peTiHAe HOINHOM-
JapJel MOTYJIBMEH KOOCHTY aMaiblH amyra Oonansl. MyHmal Tocuiae KeOewrim peTiHae mudpiIaHaThIH MOTiHHIH
Genrini Oip hparMeHTI OOJIBIN caHaIAaThIH KOIIMYIIEGNIKTIH eKLTIK OeliHecl ayblHCa, ain KeOeHTKII peTiHae Kynus KT
GoutbIn TaOBUTATHIH KOIIMYILIEIIKTIH eKUIiK OefiHeci anbpiHabpl. Momyb peTinae KoOeHTineTiH KeNMYILIEeNiKTiH KeTi-
PUIMEHTIH KONIMYIICTIKTepiHiH Oipi TaHIAIa bl

[ommHoMmapasl MOIyNbMEH KOOEHTeTiH KYpBUIFBUIAPIBIH IIMIHEH >KbULAAMIBIFBI JKOFapbl OOJIBIN KENeTiH
MaTpHLAIBIK KOOEHTYy KYpBUIFBbUIAPBIH aTayra Oonajbl. bipak MyHmall KypbUIFBUIApABIH €31 mu@piay KblIaM-
IBIFBIH KYPT ecipe anMaiinsl. llndpnay >KeUgaMIbIFbIH apTTHIPY YIIIH CTaThiga MOJIMHOMAAPIBl MOAYJIBMEH
KeOeiTeTiH KoHBelep CyJI0achbIHBIH KypaMbl, JIOTHKAJIBIK KYPBUIFBUIAPHI, OJapbIH iMIKi aKMapaTTHIK OaiyaHeIcTapbl
Kapaiazpl. YIITIK IOJMHOMAAP Ti30€TriH KOHBEHepe oH/ey peTiHe MbIcaiiap KOpCceTUIreH.

JKYMBICTBIH KOPBITBIHIBICHIHA OSC CaThUIBI KOHBEHEp apKBUIBI MOJUHOMAAPABIH Oec YIITIriH (KeOewurim,
KeOEHTKIII, MOyJIb) MOTYJIbMEH KOOEHTEeTIH KOHBEHep cyJI0aChIHBIH ITPOrpaMMalIaHaThIH JOTHKAIBIK HHTETPAJIABIK
cyibana (IIJIMC) Verilog TimiHme icke KOCBULy >Karmaiibl KapacThIpbulnbl. KoHBeiep >XYMBICHIHBIH YaKbIT
JarpaMMachl MEH MOJIyNbMeH keOelTy HaTwkenepi kenripired. IIJIMC perinne Xilink ¢pupmansik eHiMi Artix-7
TaHJIal aJIbIHFaH.

AJNbIHFaH KOHBeHep cyi10achl KaJIABIKTAp JKYWECIHIH KOIMYILIETIK HeTi3iHae KYpbUIFaH KPUITOXYHee >KbI-
JIaMJIBIFBI JKOFaphI K (pIIay OJOTBIH KYPY YIIiH KOJJaHyFa Ooiazbl.

Tyiiin ce3aep: KanblK KIaCTapbIHBIH HOJIMHOMJBIK XYHeci, KENTIpUIMEHTIH NOJIMHOMAAD, KAUIIBIK KYPaCThI-
PYIIBL, MOy b OOMBIHIIIA KOHBEHEPIIi KOOSHTY KYPBUIFBICHL.
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KOHBEMEPHBI YMHOKHUTEJb IOJIMHOMOB 110 MOJIYJIIO
C AHAJIM30M CTAPHIUX PA3PSJIOB MHOXUTEJIA

AnHoTamusi. Cpeu KPUITOCHCTEM C OTKPBHITBIM KIIFOYOM 0CO00€ MECTO 3aHMMAIOT KPHITOCHUCTEMEI, I1OC-
TPOCHHBIC Ha 0a3e IOJMHOMHAIBHOH CHCTEMBI OCTAaTOYHBIX KiaccoB. [IoTOMy 4TO B TakuxX cucTeMax apudpme-
THYECKHE OIIEPALUH BBIMOJHAIOTCS C BBICOKOH CKOpOCThIO. CYIIECTBYET MHOXKECTBO QJTOPHTMOB LIM(POBAaHUS U
pacmm(ppoBaHUsl aHHBIX, TPEICTABICHHBIX B BHAE MHOrOwIeHOB. B pabore paccmarpuBaercs IIHU(pOBaHHE
JJaHHbIX, OCHOBAHHBLIX Ha YMHOXXCHUHN MOJIMHOMOB IO MOAYJII0 HEIIPUBOJAMWMBIX MOJMHOMOB. B takom YMHOXKHUTEIIC
JIBOMYHOE HM300paKCHUE IMOJIMHOMA-MHOKAMOTO MOET CIY)XHUTh (parMeHTOM IHU(PYEMOro TEKCTa, ITBOMYHOE
N300paXKeHHe TIOJMHOMA-MHOXHTENS SBISACTCS CEKPETHBIM KIIFOUOM, a JABOWYHOE NPEACTABIEHHE HENPHBOIMMOIO
MOJIMTHOMA —MOIYJIEM.

CyIIecTBYIOINE yMHOXXHUTEIM IIOJMHOMOB IIOCJIEOBATEIBHOTO JCHCTBHS M OJHOTAKTHBIE MaTpUYHbIC
YMHOKHUTEJHN TOJMHOMOB 110 MOJYJIIO HE 00ECHEeYHBAIOT Ty CKOPOCTh, KOTOpasi TpedyeTcst OT Giioka MmuppOBaHUsL.
B paboTte paccMaTpuBaeTcsi BO3MOKHOCTh YMHOXEHUsI TOJIMHOMOB 110 MOJIYJIIO Ha KOHBEHepe, B KOTOPOM 3aJI0KEHbBI
APXUTCKTYPHBIC IIPUEMBI JJI1 TOBBIMICHUSA MTPOU3BOAUTCIIBHOCTHU BBIYMUCIICHUS.

B 3aximroueHnn pa®oThl NPHBEAEH BBHIMIPHINI 110 BPEMEHH YMHOXKEHUS [0 MOJIYJIIO Ha IIPUMEPE YMHOXKECHUS
ISITH TPOEK ITOMMHOMOB. JIJI ONHMCaHWsl CXeMbl KOHBEHEpHOTO YMHOXHMTENS ObLT MCIIONB30BaH s3bIK Verilog.
B kauectBe IIJIMC BBIOpaH Artix-7 oT kommaanu Xilinx.

Pa3paboTaHHbBIi KOHBEHEPHBIH YMHOXKUTEIh MOXKET OBITh MCIOJIB30BaH ISl KPUITOCHCTEM Ha 0Oa3e MOJMHO-
MHUaJbHOW CHCTEMBI OCTATOYHBIX KJIACCOB, KOTOPBIE MOTYT OBITh peajM30BaHbl MPOTrPAMMHO-ANINAPATHBIM WU
anrnapaTHbIM CII0COOaMH.

KnroueBble cjioBa: MOJMHOMHANIBHAS CHCTEMa OCTATOYHBIX KJIACCOB, HEHNPHBOIMMBIC ITOJHMHOMBI, (HOPMHUPO-
BaTeJIb OCTATKOB, KOHBEHEPHBIA YMHOKHUTEIb 10 MOIYJIIO.
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