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В 2016 году для развития и улучшения качества жизни казахстанцев 
был создан частный Благотворительный фонд «Халык». За годы своей 
деятельности на реализацию благотворительных проектов в областях 
образования и науки, социальной защиты, культуры, здравоохранения и 
спорта, Фонд выделил более 45 миллиардов тенге.

  Особое внимание Благотворительный фонд «Халык» уделяет 
образовательным программам, считая это направление одним из ключевых 
в своей деятельности. Оказывая поддержку отечественному образованию, 
Фонд вносит свой посильный вклад в развитие качественного образования 
в Казахстане. Тем самым способствуя росту числа людей, способных 
менять жизнь в стране к лучшему – профессионалов в различных 
сферах, потенциальных лидеров и «великих умов». Одной из значимых 
инициатив фонда «Халык» в образовательной сфере стал проект Ozgeris 
powered by Halyk Fund – первый в стране бизнес-инкубатор для учащихся 
9-11 классов, который помогает развивать необходимые в современном 
мире предпринимательские навыки. Так, на содействие малому бизнесу 
школьников было выделено более 200 грантов. Для поддержки талантливых 
и мотивированных детей Фонд неоднократно выделял гранты на обучение 
в Международной школе «Мирас» и в Astana IT University, а также помог 
казахстанским школьникам принять участие в престижном конкурсе «USTEM 
Robotics» в США. Авторские работы в рамках проекта «Тәлімгер», которому 
Фонд оказал поддержку, легли в основу учебной программы, учебников и 
учебно-методических книг по предмету «Основы предпринимательства и 
бизнеса», преподаваемого в 10-11 классах казахстанских школ и колледжей. 

 Помимо помощи школьникам, учащимся колледжей и студентам Фонд 
считает важным внести свой вклад в повышение квалификации педагогов, 
совершенствование их знаний и навыков, поскольку именно они являются 
проводниками знаний будущих поколений казахстанцев. При поддержке 
Фонда «Халык» в южной столице был организован ежегодный городской 
конкурс педагогов «Almaty Digital Ustaz. 

  Важной инициативой стал реализуемый проект по обучению основам 
финансовой грамотности преподавателей из восьми областей Казахстана, 
что должно оказать существенное влияние на воспитание финансовой 
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грамотности и предпринимательского мышления у нового поколения 
граждан страны. 

  Необходимую помощь Фонд «Халык» оказывает и тем, кто особенно 
остро в ней нуждается. В рамках социальной защиты населения активно 
проводится работа по поддержке детей, оставшихся без родителей, детей и 
взрослых из социально уязвимых слоев населения, людей с ограниченными 
возможностями, а также обеспечению нуждающихся социальным жильем, 
строительству социально важных объектов, таких как детские сады, детские 
площадки и физкультурно-оздоровительные комплексы. 

 В копилку добрых дел Фонда «Халык» можно добавить оказание помощи 
детскому спорту, куда относится поддержка в развитии детского футбола и 
карате в нашей стране. Жизненно важную помощь Благотворительный фонд 
«Халык» оказал нашим соотечественникам во время   недавней пандемии 
COVID-19. Тогда, в разгар тяжелой борьбы с коронавирусной инфекцией 
Фонд выделил свыше 11 миллиардов тенге на приобретение необходимого 
медицинского оборудования и дорогостоящих медицинских препаратов, 
автомобилей скорой медицинской помощи и средств защиты, адресную 
материальную помощь социально уязвимым слоям населения и денежные 
выплаты медицинским работникам.

В 2023 году наряду с другими проектами, нацеленными на повышение 
благосостояния казахстанских граждан Фонд решил уделить особое 
внимание науке, поскольку она является частью общественной культуры, а 
уровень ее развития определяет уровень развития государства. 

Поддержка Фондом выпуска журналов Национальной Академии наук 
Республики Казахстан, которые входят в международные фонды Scopus и 
Wos и в которых публикуются статьи отечественных ученых, докторантов 
и магистрантов, а также научных сотрудников высших учебных заведений 
и научно-исследовательских институтов нашей страны является не менее 
значимым вкладом Фонда в развитие казахстанского общества.

С уважением, Благотворительный Фонд «Халык»!
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Abstract. For financial organizations, Enterprise Risk Management (ERM) is 
diagnosis and management of business risks of institution that provides financial 
services. We mean financial, operational, strategic and event risks. Banks, insurance 
and investment companies, that is, financial organizations, must manage the finances 
of country's economic system. Since financial institutions are systemically important 
for economy, they are very tightly regulated. The risks these companies face can 
affect economy as a whole. Therefore, it is strategically important to have well-
developed systems and procedures for its management at business level. After global 
financial crisis of 2008, which destroyed financial giants such as Bear Sterns and 
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financial market players in current realities of digitalization and new technologies. 
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Аннотация. Қаржы ұйымдары үшін кәсіпорынның тәуекелдерді басқару 
(ERM) болып табылады іскерлік тәуекелдерді диагностикалау және басқару 
қаржылық қызметтерді ұсынатын мекеменің. Олар арқылы біз оқиғалардың 
қаржылық, операциялық, стратегиялық және тәуекелдерін түсінеміз. Банктер, 
сақтандыру және инвестициялық компаниялар, яғни қаржы ұйымдары елдің 
экономикалық жүйесінің қаржысын басқаруы керек. Қаржы ұйымдары 
экономика үшін жүйе құрушы болғандықтан, олар өте қатаң реттеледі. Бұл 
компаниялардың алдында тұрған тәуекелдер жалпы экономикаға әсер етуі 
мүмкін. Осыған байланысты бизнес деңгейінде оны басқарудың жақсы 
дамыған жүйелері мен рәсімдерінің болуы стратегиялық маңызды. Bear Sterns 
және Lehman Brothers сияқты қаржылық алпауыттарды жойған 2008 жылғы 
жаһандық қаржылық дағдарыстан кейін тәуекелдерді басқару тиімділігін 
арттыру және арттыру қажеттілігі туындады. Бұл зерттеу қаржы нарығының 
ойыншылары цифрландырудың және жаңа технологиялардың нақты 
шындықтарында кездесетін негізгі қаржылық тәуекелдерді талдауға арналған. 
Қаржы нарығын цифрландыру Үкіметтің басым міндеті екені дәлелденді. 
Осы міндетті іске асыру ұлттық Қаржы нарығын дамытуды қамтамасыз етеді. 
Алайда, кез-келген Даму әр түрлі тәуекелдермен бірге жүреді. Бұл жұмыстың 
мақсаты цифрлық қаржы нарығына қатысушылардың қызметі тәуекелдерінің 
аудитін талдау және жүйелеу, сондай-ақ оларды басқару бойынша ұсынымдар 
әзірлеу болып табылады.

Түйін сөздер: қаржылық делдалдар, тәуекелдер, аудит, тәуекелдерді басқару 
жүйесі, ресурстар, факторлар
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Аннотация. Для финансовых организаций управление рисками 
предприятия (ERM) является диагностирование и управление бизнес рисками 
учреждения, которое предоставляет финансовые услуги, под которыми мы 
понимаем финансовые, операционные, стратегические и риски событий. Банки, 
страховые и инвестиционные компании, то есть финансовые организации, 
должны управлять финансами экономической системы страны. Поскольку 
финансовые организации являются системообразующими для экономики, они 
очень жестко регулируются. Риски, с которыми сталкиваются эти компании, 
могут повлиять на экономику в целом. В связи с чем, стратегически важно 
иметь хорошо развитые системы и процедуры управления на уровне бизнеса. 
После глобального финансового кризиса 2008 года, который разрушил 
таких финансовых гигантов, как Bear Sterns и Lehman Brothers, возникла 
острая необходимость в усилении и повышении эффективности управления 
рисками. Данное исследование посвящено анализу ключевых финансовых 
рисков, с которыми сталкиваются игроки финансового рынка в настоящих 
реалиях цифровизации и новых технологий. Доказано, что цифровизация 
финансового рынка – это приоритетная задача правительства. Реализация 
данной задачи обеспечивает развитие национального финансового рынка. 
Однако любое развитие сопровождается различного рода рисками. Целью 
данной работы является анализ и систематизация аудита рисков деятельности 
участников цифрового финансового рынка, а также разработка рекомендаций 
по управлению ими.

Ключевые слова: финансовые посредники, риски, аудит, система 
управления рисками, ресурсы, факторы
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Introduction
For large and complex organizations working with finance, a risk management 

system is an extremely difficult task. It requires the involvement of a large number 
of specialists and resources. Successful systems in an enterprise are usually 
implemented using a risk management system. In general, the system includes four 
key factors (Figure 1).

 
Figure 1 - Risk management system 

Note: compiled on the basis of (Bulyga et al., 2022) 
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Figure 2 - Continuity of risk management 

Note: compiled on the basis of (Chelukhina, 2023) 
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Figure 1 - Risk management system
Note: compiled on the basis of (Bulyga et al., 2022)

Risks such as threats, potential crises, legal issues and financial risks should be 
identified, clearly defined and communicated to relevant decision makers.

Management needs to set the acceptable levels at which the company will 
operate. These tolerance levels are compared with current risks in order to develop a 
company-wide risk management strategy (Gruzdev, 2021).

After they are raised and acceptable levels are set, decisions are made about 
which ones should be accepted, hedged, transferred and/or mitigated.

Financial companies need to create reliable internal management teams for the 
system, as well as processes for continuous monitoring and management of the 
company's set of risks (Piskarev, 2020). This includes assigning key individuals for 
supervision, defining goals and milestones, and monitoring over time.

Materials and methods
When writing the article, we used general scientific research methods: the 

method of analysis, systematization and classification. The results of the study can 
be used mainly by regulatory authorities, including the National Bank, in the further 
development of concepts for the development of the financial market in the context 
of its digitalization and the introduction of technologies.
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The information base for writing the work was the works of the authors devoted 
to the issues of audit and risk management of the financial market in the context 
of digitalization (Bulyga et al., 2022; Gruzdev, 2021; Piskarev, 2020; Shcheglova, 
2020; Zajceva, 2022; Goncharova, 2023). In addition, the research was based on 
the strategic documents of monetary authorities on the development of the financial 
market and the activities of financial intermediaries.

Results and discussion
In a general sense, the financial market is understood as a set of transactions 

for the purchase and sale of financial assets in order to redistribute free monetary 
resources under the influence of changing supply and demand (Bezrukov, 2023). The 
emergence of digital technologies in the financial market has led to its transformation 
and the creation of a digital financial market, the mechanism of which is based on 
computer and information technologies instead of traditional means and methods of 
redistributing financial resources. And IT companies are becoming a key element 
of the digital financial market infrastructure. The fundamental objects of the digital 
financial market are fundamentally new assets: cryptocurrency, utility tokens, 
secured stablecoins, non-interchangeable NFT tokens (Bezrukov, 2023). 

It is well known that the main functions of the financial market are: 
1. Ensuring continuous turnover of financial assets between industries. 
2. Meeting the needs of financial market participants. 
3. Optimization of transaction costs, etc. (Kazaryan, 2020). 
At the same time, the digitalization of the financial market makes it possible 

to implement these functions more efficiently, adapting to the needs of the market 
in a short time, and ensuring increased security of transactions, optimization and 
integrity of transactions. Risk in the broadest sense of the word refers to the impact of 
uncertainty on the achievement of set goals. Thus, the development and digitalization 
of the financial market are subject, for example, to market, inflation, political and 
other types of risk (Cifrovye, 2021). At the same time, under the financial risk in the 
framework of this study, the author understands the possibility of losing all invested 
funds as a result of the implementation of any circumstances, both predicted and 
unforeseen.

In accordance with the COSO concept, the risk management process includes 
setting risk management goals, identifying risks, analyzing and evaluating them, 
developing control measures, as well as their subsequent monitoring. Thus, the 
continuity of the risk management process is shown in Figure 2.
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Figure 1 - Risk management system 
Note: compiled on the basis of (Bulyga et al., 2022) 
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Figure 2 - Continuity of risk management
Note: compiled on the basis of (Chelukhina, 2023)

The purpose of financial risk management in this work is to determine the totality 
of risks for each category of financial market entities in the context of digitalization 
with the proposal of control measures to minimize them.

In general, financial risks for consumers of financial services can be identified as 
follows.

First, there are general risks that are not related to the decisions made by the 
investor and cannot be controlled by him, for example, economic or political risks. 

Secondly, the object risks associated with the object of investing the funds of the 
consumer of financial services (currency, stocks, goods, gold, etc.). It is possible 
to manage this risk by choosing the object of investment, the probability of loss of 
funds in which is minimized. 

Thirdly, portfolio risk is the risk of managing investments. The consumer of 
financial services can reduce this risk by obtaining the necessary knowledge and 
skills to form and manage a portfolio of investments. A special role in this case in the 
digital financial market is played by the investor's correct presentation of the concept 
and essence of the instrument of digital financial assets, as well as their competent 
integration into the investment portfolio. It is also important to note that, as in the 
traditional financial market, in the digital one, the consumer of financial services is 
at risk of fraud.

The risks of financial intermediaries and service organizations of the digital 
financial market are the transformation of business processes in connection with 
the creation and implementation of digital products and technologies. Servicing 
consumers of financial services in the digital environment leads to an intensification 
of the process of disintermediation, that is, to minimize the role of intermediaries 
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themselves and increase the role of artificial intelligence technologies (Chelukhina, 
2023). The digital infrastructure of the financial market currently being created 
makes it possible to form a unified system for the exchange, collection, analysis, 
storage and protection of information, leveling the role of intermediaries. 

However, despite the decrease in the role of traditional financial intermediaries, 
new ones are emerging in the digital market, namely: 

• IT companies represented by FinTech and RegRech companies that develop 
financial and regulatory technologies aimed at simplifying the interaction of market 
participants. 

• Operators of information systems where digital financial assets are issued. 
• Operators of investment platforms that allow the use of information technology 

to conclude investment contracts, etc. This category of financial market entities is 
also subject to various kinds of risks. 

These risks include: 
1. Entrepreneurial risk. Like any commercial organization, this category of entities 

must form a company with authorized capital, financial resources for development 
and business, and a staff of highly qualified employees to start its activities. However, 
all of the above costs may bring a negative financial result. Currently, the optimal 
solution for managing this risk is the diversification of business by the largest 
systemically important banks and companies. 

2. Technological risk associated with the inability of the company to fulfill its 
obligations due to technical violations in operation: the correctness of algorithms for 
creating, storing and updating data contained in a distributed registry, etc. In addition 
to financial losses, other intangible losses may arise in this case. 

3. The risk of loss of business reputation, primarily associated with the inability 
of the company to perform its basic business functions in front of contractors 
and consumers. In this case, the control procedures for risk management will be 
the alignment of the company's processes in such a way that technological and 
organizational flexibility remains a priority in the activity: the ability to quickly 
develop and implement modern digital products, respond to changes in demand 
and needs in the financial market, predict the results of various implementations, 
including financial ones, and quickly transform business processes.

In practice, auditors do not collect 100% evidence for all significant deviations, 
as this is economically inefficient. Auditors rely more on reasonable confidence. 

Audit risk is the downside of audit confidence. It is clear that the auditor is 
willing to bear this risk if he comes to the wrong conclusion. Since this type of risk 
is inevitable in practice.

As demonstrated below, the audit risk model helps to determine the scope and 
scope of audit work, so that as a result there is confidence in the conclusions reached 
(Douglas, 1984).

Audit Risk = Inherent Risk * Control Risk * 
Detection Risk 

There must always be a balance in this equation. The higher the control risk 
determined by the auditor, the lower the risk of non-detection should be. Thus, 
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the sample size should be larger. If the situation is the other way around, then this 
shows the need for less basic work and more systematic work. The risk of fraud is an 
integral element. When should we consider audit risk: 

• audit planning; 
• conducting audit procedures; and 
• evaluation of the results. 

 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

Figure 2 - Auditee risk 
Note: compiled on the basis of (Douglas, 1984) 
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Figure 4 - FCI Composite Index 
Note: compiled on the basis of (Otchet GaR, 2023) 
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Figure 2 - Auditee risk
Note: compiled on the basis of (Douglas, 1984)

Risk assessment procedures are carried out to get a complete picture.
1. Specifying risks in a particular industry for a business requires the inclusion of 

risk in relation to related parties and fraud. 
2. In order to determine the risk of control, the application of internal control 

mechanisms at all levels, whether it is a Member State or a benefi ciary. The scope and 
scope of planned audit activities will vary based on the auditor's assessment of both 
the inherent risk and the risk of controls. Based on various sources of information, 
the auditor should carry out these procedures as early as possible.

Table 1. Risk assessment procedures
Risk assessment procedures Sources of information
Analysis of relationships in and between 
fi nancial and non-fi nancial information, 
through a study of plausible relation-
ships, including trends and ratios. Exam-
ples include comparison of actual infor-
mation against budget, licence income to 
number of licences, and import duties to 
physical import data.

• Financial and non-fi nancial information, in order 
to provide a broad initial indication of unusual or 
unexpected relationships.

Inspection consists of examining records 
or documents, whether internal or 
external, in paper form, electronic form, 
or other media, or tangible assets.

• Visits to the entity's premises and facilities
• Internal documents - management plans, records, manuals
• Other information - the auditee's budget; AAR
• External information- economic journals; regulatory and 
fi nancial publications
• Findings from previous audits by the ECA, the Internal 
Audit Service (IAS), the Supreme Audit Institutions (SAI), 
the Commission’s anti-fraud offi  ce (OLAF), or the European 
public prosecutor’s offi  ce (EPPO)
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Observation consists of looking at a 
process or procedure being performed by 
others. It provides information about the 
performance of the process or procedure, 
but is limited to the point in time at 
which the observation takes place.

• Observation of entity activities and operations being 
carried out

Inquiry consists of seeking information 
of knowledgeable persons, inside or 
outside the audited entity.

• Those charged with governance, management and 
others within the entity

Note: compiled on the basis of (Douglas, 1984)

The source of information may be the organization's own risk assessment process. 
The previous work of the ECA, as well as the knowledge and experience of the 
Audit Chambers, should always be taken into account both from a fi nancial point of 
view and from a compliance point of view. audits. If the auditor intends to use such 
information, he or she must determine whether there have been changes since the 
previous audit that may aff ect its relevance to the current audit. This is due to the 
fact that changes in the control environment, for example, may aff ect the relevance 
of information received in the previous year.

According to the results of the audit of risk assessment in the fi nancial market of 
Kazakhstan in 2023, the FCI composite index increased by 0.2 points to 1.0 compared 
to the previous quarter, indicating a deterioration in macro-fi nancial conditions due 
to tightening internal and slowing improvement in external conditions (Otchet GaR, 
2023).

The FCI composite index refl ects the main historical changes in the external 
and internal macro-fi nancial conditions of the country's economic development and 
consists of 4 sub-indices: internal and external fi nancial conditions, debt burden, and 
external demand. A positive value of the composite index indicates more stringent/
restrictive conditions. Conversely, a negative value indicates more favorable/
mitigating conditions. Financial conditions are softening, but credit conditions may 
tighten.
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Note: compiled on the basis of (Douglas, 1984) 
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In October 2023, the IMF updated its global fi nancial conditions index based on 
data for Q3 2023. According to the updated calculations, global fi nancial conditions 
have improved, especially in developed countries, despite the ongoing tightening of 
monetary policy. This is due to investors' expectations of lower interest rates, as well 
as high stock valuations, low volatility and narrower spreads on corporate bonds. 
Meanwhile, credit conditions continued to tighten around the world. Standards and 
conditions have become more restrictive, although there has been no signifi cant 
reduction in bank lending.
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The deterioration of domestic fi nancial conditions and the slowdown in the easing 
of external conditions in 2023 may lead to a decrease in the conditional average GDP 
growth in the short term, but a slight increase is expected in the medium term. So, 
in a year, the decrease in the conditional average GDP growth may amount to 1.3 
percentage points, in the medium term – an increase of 0.2 percentage points.

Table 2. Distribution of conditional GDP growth
Short-term horizon Medium-term horizon

(h = 4) (h = 8)
Excluding 3q.2023 Taking into 

account the 3rd 
quarter of 2023

Ed., 
pp.

Excluding 
3q.2023

Taking into 
account the 3rd 
quarter of 2023

Ed., 
pp.

Conditional fashion 1,4 0,6 -0,8 1,2 1,0 -0,2
Conditional median 1,5 0,4 -1,1 0,9 1,0 0,1
Conditional average 1,6 0,3 -1,3 0,7 0,9 0,2
GaR5% -0,2 -1,9 1,7 -2,4 -1,4 1
GaR10% 0,4 -1,1 1,5 -1,1 -0,6 0,5
The probability of growth 
is below 0

6,2% 31,3% 25,1% 23,8% 17,7% -6,1%

Note: compiled on the basis of Otchet (2023)
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In the short term, there is a 5 % probability (-5 %) of a decrease in conditional 
GDP growth to (-)1.9 %. With a probability of 10 % (5–10 %), the conditional GDP 
growth is expected to decrease to (-)1.1 % during the year. In the medium term, with 
a probability of 5 % (GaR5 %), we can expect a decrease in conditional GDP growth 
to (-)1.4 %, GaR10 % - (-)0.6 %. Due to the deterioration of financial conditions, the 
probability of conditional GDP growth below zero during the year increased to 31.3 
%. In the medium term, the probability of negative growth is 17.7 %.

Thus, the development of Kazakhstan's financial sector is taking place against the 
background of deteriorating external conditions and extreme uncertainty caused by 
a significant aggravation of the geopolitical situation. At the same time, the existing 
margin of safety of Kazakhstan's financial institutions and the measures promptly 
implemented by the Agency and the National Bank minimized the impact of the 
consequences of the sanctions crisis on the financial sector and contributed to the 
growth of its key performance indicators (Otchet, 2023).

The policy implemented in recent years to improve the financial sector and 
transition to risk-based supervision has contributed to strengthening the financial 
stability of financial intermediaries. Timely measures have allowed the financial 
sector to adapt to new conditions and maintain the positive dynamics of its key 
indicators.

In order to increase the stability of financial institutions in 2022, the Agency 
continued systematic work on expanding and developing risk-based supervision 
tools, reducing stress assets of the banking system and optimizing internal banking 
processes. A set of measures has been implemented to expand lending to the real 
sector in the context of a deteriorating macroeconomic situation and additional 
measures have been developed to enhance the role of the banking sector in financing 
the economy. The regulator's close attention was focused on reducing the impact 
of sanctions risks, as well as preventing systemic risks associated with consumer 
lending. In 2022, the Law on the Development of the Insurance market and the 
Securities Market was adopted, providing for the introduction of new social 
insurance products, strengthening the protection of the rights of consumers of 
insurance services, investors and minority shareholders, as well as the introduction of 
regulation of the activities of investment intermediaries. As part of the development 
of the microfinance system, work continued on the formation of a sustainable and 
transparent microfinance sector, as well as the expansion of its stable funding base.

Conclusion
The advantages of a corporate system are that it can help financial institutions in 

many ways, including:
Compliance with regulatory requirements: as already mentioned, the activities of 

financial institutions are regulated very strictly, and in case of violations they face 
significant fines. A reliable system in an enterprise can help financial institutions 
ensure compliance with regulatory requirements and avoid financial penalties and 
disruptions.

Loss reduction: Financial institutions face a wide range of risks that can lead to 
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monetary losses. A strong management system will help identify potential losses in 
advance and allow institutions to manage them proactively.

Supporting growth: The effective operation of financial institutions depends on 
consumer confidence. Strong processes and management systems in an enterprise 
can help build consumer confidence over time, which in turn can lead to business 
growth.

Improving profitability: Financial institutions can increase profitability if they 
optimize their risks. A strong management system of an enterprise can help prevent 
and mitigate losses, which increases the final profit of these companies.

In addition to these four advantages, the implementation of an effective ERM 
program often leads to cultural changes in the organization. Strong ERM programs 
usually allow financial institutions to consider them in the longer term and respond 
to them more proactively.
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