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KAMBIPBIMABIABIK, KOPbI

HALYK

CHARITY FOUNDATION

b «XAJDBbIK)»

B 2016 rogy mist pa3BUTHS U YAyYIICHUS Ka4eCTBa )KU3HHU Ka3aXCTaHIIEB OBLT
CO3J1aH YacTHBIN briarorBopuTenbHBIH HOHT « XaTbIK». 3aTOIBI CBOCH IEATEITPHOCTH
Ha pealn3aluio OJaroTBOPUTEIIBHBIX IPOCKTOB B 001aCTSIX 00pa30BaHus U HAYKH,
COLIMANIbHOM 3alMThI, KYJABTYPBI, 3APaBOOXpaHEHUs] W cnopra, POoHA BBLACITHI
Oonee 45 MUITHAP/IOB TEHTE.

Ocoboe BHuManHue brnarorBopurensHeli  GoHA  «XadbIK»  yaenseT
00pazoBaTeNbHBIM IPOrpaMMaM, CUUTas 3TO HANpaBlICHHE OJHUM U3 KIIFOUEBBIX
B cBoell aesrenbHOCTH. OKa3biBas MOAJEPIKKY OTEUECTBEHHOMY OOpa30BaHMIO,
@®oH1 BHOCUT CBOW MOCHJIBHBIA BKJIaJ B pa3BUTHE KAuC€CTBEHHOI'O 00pa30BaHUs
B Kazaxcrane. Tem caMmbIM crmocoOCTBYSl pOCTy 4YHcia JIIO#EH, CIIOCOOHBIX
MEHSITh KU3Hb B CTpaHe K JydmeMmy — NpodeccHOHAIIOB B pa3MUHBIX cdepax,
MOTCHLIUANBHBIX JIMACPOB U «BEIUKUX YMOB». ONHOW M3 3HAYMMBIX WHULIMATUB
¢donaa «Xansik» B 00pa3oBarenbHol cdepe cran npoekT Ozgeris powered by Halyk
Fund — mepBsrii B cTpane 6uzHec-nHKyOaTop utst ydamuxcs 9-11 kmaccoB, KOTOPBIT
MIOMOTaeT Pa3BUBaTh HEOOXOAUMBIC B COBPEMEHHOM MHpE NMpeIIpUHIMATEIbCKHE
HaBbIKU. Tak, Ha coelicTBHE MaJloMy OM3HECY HIKOJILHUKOB OBIIO BBIZIEJICHO Oosiee
200 rpanrtoB. g noanep:KKW TaJaHTIMBBIX U MOTHUBUPOBAaHHBIX JeTed DoHn
HEOHOKPATHO BBIACIISUI IPaHThI Ha 00yueHre B MextyHapoqHoH mkoie «Mupacy»
u B Astana IT University, a Take MOMOT' Ka3aXCTaHCKHM MIKOJIbHUKAaM NPHUHATH
ydactue B mpectmkHoM koHkypce «USTEM Robotics» B CLIA. Atopckue
paboTsl B pamkax npoekTa « Tomimrepy, koropomy DoHJ 0Ka3al NOAICPKKY, JICIIN
B OCHOBY y4yeOHOW MpPOrpaMMbl, Y4EOHHKOB M Y4€OHO-METOIMYECKHUX KHHI IO
npeameTy «OCHOBBI IpeIIPUHUMATEIbCTBA U On3Hecay, npenogasaemoro B 10-11
KJIaccax Ka3axCTaHCKMX LIKOJ M KOJIICIKEH.

[ToMuMO MOMOIIM IIKOJBHUKAM, YYaLIMMCSl KOJJIeIKeH u cryaeHtaM PoHx
CUUTAET BAXHBIM BHECTH CBOHM BKJIaJ B MOBBIIICHUE KBAJIM(HUKALNUU MEaroros,
COBEPLICHCTBOBAHHE MX 3HAHWH M HABBIKOB, MOCKOJIBKY MMEHHO OHH SIBJISIOTCS
MPOBOAHMKAMM 3HAHMK OyAyIIMX MOKOJICHHH Ka3axcTaHieB. [Ipu mommepikke
doHma «Xanplk» B KOKHOH CTONHWIE OBUT OpPraHW30BaH €XKETOIHBIN TOPOICKOM
KOHKYpc neparoros «Almaty Digital Ustaz.

BaxHo#il MHUIMATHBOM CTaJl peaju3yeMblii MPOEKT M0 OOYYEHHIO OCHOBAM
(UHAHCOBOM TPaMOTHOCTH IpenojaBaTesied M3 BochbMM obnacteil Kazaxcrana,
YTO JOJDKHO OKa3aTh CYIIECTBEHHOE BIMSHHE Ha BOCIHMTAaHHE (PUHAHCOBON
IPaMOTHOCTH M IPEAIPUHUMATEIBCKOTO MBILIJICHNS Y HOBOT'O OKOJICHUS TpaskAaH
CTpaHBbI.



HeoOxomumyto nomomps @onp «Xallblk» OKa3bIBa€T U TEM, KTO OCOOECHHO
OCTpPO B HEHl Hykmaercs. B pamkax coluasbHON 3aIIWTBHl HACEJCHUS aKTHBHO
MpOBOAXTCS paboTa MO MOAJEPIKKE AETEeH, ocTaBIIMXCs Oe3 poxuTenel, AeTei n
B3POCIBIX U3 COLMAIBHO YS3BUMBIX CIIOEB HACEJICHHUS, JIOACH C OrpaHMYCHHBIMU
BO3MOJKHOCTSIMH, @ TaKXe 0OCCIICUCHHIO HYKAAIOMINXCS COLHMAIBHBIM KHUIBEM,
CTPOUTENILCTBY COLIMAJIbHO BaKHBIX OOBEKTOB, TAKUX KaK JAETCKUE CaJlbl, AETCKUE
TUIOIIA/IKH U (PU3KYIBTYPHO-0310POBUTEIbHBIC KOMITJICKCHI.

B xonmnky 106psix gen @onaa «Xasblk» MOKHO 100aBUTh OKa3aHUE TOMOLIH
JETCKOMY CHOPTY, KyZa OTHOCHTCS IMOJJICP’KKa B Pa3BUTHU ACTCKOro ¢gyrdoia u
Kapate B Haulel crpaHe. JKu3HEHHO BasKHYIO ITOMOIbL biiaroTBOpUTeIbHbIN (GOHT
«XanpIK» OKa3aJl HallUM COOTEYECTBEHHMKAaM BO BpeMsl HEIaBHEH MaHIEMUHU
COVID-19. Torma, B pasrap Tsukenoil 00psObl ¢ KOpOHaBUPYCHOW MHQeEKIuei
®onpx Bblenun cBbiie 11 MWIIMapIOB TEHre Ha MPHOOpETeHHEe HEO0OXOIUMOro
MEIUIUHCKOTO OOOPYIOBaHUS M JIOPOTOCTOSIIMX MEAWIUHCKHAX IpPEernaparos,
aBTOMOOWJICH CKOPOM MEIUIMHCKOM MOMOIIM M CPEACTB 3aIlUTHI, aJPECHYIO
MaTepraibHyI0 MMOMOIIb COLMANBHO YS3BHMBIM CJIOSM HACEICHUS U JCHEKHBIC
BBIMJIATHl MEJUIIMHCKUM PaOOTHHUKAM.

B 2023 rogy napsimy ¢ OIpyruMH NPOEKTAaMH, HALICICHHBIMU Ha MOBBILICHUE
071aroCcOCTOSHUS Ka3aXCTaHCKUX IpaskaaH QOH/ pelu yIeauTh 0co00e BHUMaHNE
HayKe, IOCKOJIbKY OHa SIBJISIETCSl 4aCThIO OOIIECTBEHHOM KYJIBTYpHI, @ YPOBEHb €€
Pa3BUTHS OINIPEACISIET YPOBEHD Pa3BUTHUS TOCYIaPCTBa.

[Monnepxka @oHIoM BbIMycKa XypHanoB HamuonanbHOM AkaneMuu Hayk
PecnyOnukn KazaxcTtaH, KOTOpble BXOAAT B MEXAyHaponxHble (OHABI Scopus U
Wos 1 B KOTOPBIX IMYOJMKYIOTCS CTaTbH OTEYECTBEHHBIX YUYCHBIX, JOKTOPAHTOB
W MarucTPaHTOB, a TAK)KE HAyYHBIX COTPYIHHKOB BBICHIMX Y4YeOHBIX 3aBEeICHHI
W HayYHO-HCCJIEIOBATEIbCKUX MHCTHUTYTOB HAIICH CTpaHbl SIBISIETCS HE MEHEE
3HAYUMBIM BKJIaioM PoH/Ia B pa3BUTHE Ka3aXCTaHCKOTO OOIIECTBRa.

C yBaxkeHnnewm,
BbaarorBopurenbHblii ®oHT «XaabIK»!



BAC PEJAKTOP:
MYTAHOB Faavpivmkaiiplp MyTaHyjbl, TeXHHKA FBUIBIMIAPBIHBIH TOKTOpHI, mpodeccop,
KP ¥T'A akamemuri, KP BfM F'K «AkmaparThik )oHE €CENTey TEXHOJIOTUsUIaphl HHCTHUTYTH» Oac
JIPEKTOPBIHBIH M.a. (Anmarsl, Kasakcran), H-5

BAC PEJAKTOPIBIH OPBIHBACAPBI:
MAMDbBIPBAEB Opxen JKyMaskaHY/JIbl, aKNaparThlK >Kyifelep MaMaH/ABIFBl OOHBIHIIA
¢unocodpust noxropsl (Ph.D), KP BFM Fruibiv koMuTeTi « AKIapaTThIK )KOHE €CENTEYil TEXHOIOTHsIap
uHcTuTYTh» PMK kayanTsl xarmmsice! (Anmarsl, Kasakcran), H=5

PEJAKIUSA AJIKACBHI:

KAJIMMOJIJAEB Makcar Hyponginyisl, ¢u3nka-mMareMaTnka FbUIBIMAAPBIHBIH JIOKTOPEL,
npodeccop, KP ¥FA akanemuri (Anmarsl, Kazaxcran), H=7

BAMT'YHYEKOB Kymaii JKanabaiiy.ibl, TeXHIKa FEUTBIMIAPBIHBIH JOKTOpEI, ipodeccop, KP
¥YFA akanemuri, KubepHeTrka oHe aKNaparThIK TEXHOJIOTHsUIAP HHCTUTYThI, CaTrnacB YHHUBEPCHTE-
Tinig Komman6aisl MexaHHKa KoHe HHKeHepI ik rpaduka kadenpacsl, (Anmarsl, Kasakcran), H=3

BOMYHUK Basabaemap, TexHrKa FRUIBIMIAPBIHBIH JOKTOPHI ((pr3nka), JIFOOIHH TEXHOTOTHSIIBIK
yHuBepcuTeTiHiH npodeccops! (Jlroomun, [Tonpma), H=23

BOILIKAEB Kyanraii ABra3piyiasl, Ph.D. TeoprsutbIk xoHe sIpornbIK (r3nka KadeapachHbIH
noteHTi, on-Papadu areiHAarsl Kasak ynTTeIk yHuBepcuteTi (Anmarsl, Kazakcran), H=10

QUEVEDO Hemando, npodeccop, Snponbik Feutbivaap HHCTUTY T (Mexuko, Mekcuka), H=28

JKYCIIIOB Mapar A6:kaHyJIbl, pH3MKa-MaTeMaTHKA FEUTBIMIAPBIHBIH JJOKTOPBI, TEOPSIIBIK )KOHE
SAponbIK (hu3mKa KadenpachHbIH npodeccopsl, an-Dapabu  arsiHmarsl Kasak YITTBHIK yHUBEPCUTETL
(Anmarsl, Kazakcran), H=7

KOBAJIEB Anexcanap MuxaiiioBuy, Gpusrnka-MaTeMaTHKa FEUTBIMIAPBIHBIH JOKTOPEI, YKpanHa
¥YFA akanemuri, Konnan6aipl MmaTeMaTKa jkoHE MEeXaHUKa HHCTUTYTHI ([onenk, Ykpanna), H=5

PAMA3AHOB Tinekka6bl1 Ca0utyibl, (H3nKa-MareMaTvka FbUIBIMAAPBIHBIH JTOKTOPEI,
npodeccop, KP ¥FA axamemuri, on-®apabu  arernars! Kazak yITTHIK YHHBEPCUTETIHIH FHUIBIMU-
VHHOBAIMSIBIK KBI3MET JKOHIHIET1 IPOpeKTopsl, (AnMarsl, Kazakcran), H=26

TAKUBAEB Hypranu ’Kadarayibl, Hr3ruka-MaTeMaTHKa FUTBIMIAPBIHBIH JOKTOPHI, podeccop,
KP ¥FA akanemuri, an-®apadu arsmparst Kasak ynTTeIK yHusepenteti (Anmarsl, Kazakeran), H=5

TUT'NHSIHY Hon MuxaiiioBuy, Qpu3nka-MaTeMaTrKa FhUIBIMIAPBIHBIH JOKTOPHI, aKaJeMUK,
MomnnoBa FrutbiM AkageMusChIHBIH Tpe3uzeHTi, MonjgoBa TexHHUKaiblK yHuBepcuteti (Kuimnes,
Monyosa), H=42

XAPHUH Cranucna HukosaeBuy, pusnka-mMaTeMarrKa FBUIBIMIAPBIHBIH TOKTOPEL, Ipodeccop,
KP ¥TFA akanemuri, Kazakcran-bpurtan texaukaisik yauepcureti (Anmarsl, Kasakcran), H=10

JABJIETOB Ackap EpOyaanoBud, ¢pu3nka-MaTeMaTnka FEUIBIMAAPBIHEIH JOKTOPHI, Ipodeccop,
on-MDapabu arerHgars! Kazak yiTTeik yHEBepcHuTeTi (Anmarel, Kasakcran), H=12

KAJIAHPA IIsetpo, Ph.D (pusuka), HaHOKypBUIBIM/IBI MaTEpHATAAPIbI 3ePTTEY HHCTUTY THIHBIH
npodeccopsr (Pum, Urtamms), H=26
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I[JIABHBIN PEJAKTOP:
MYTAHOB I'anmnvkanp MyTaHoBHY, JOKTOp TEXHHYECKHX HayK, podeccop, akagemuk HAH PK,
1.0. TeHepaIbHOTO JupekTopa «HCTHTyTa HHOPMALMOHHBIX U BBIMUCIUTENbHBIX TexHOMoruiy KH MOH
PK (Anmarsl, Kazaxcran), H=5

3AMECTUTEJIb ITTABHOI'O PEJAKTOPA:
MAMBIPBAEB Oprken KymaxkanoBud, gokrop ¢unocopun (PhD) 1o  crenvaabHOCTH
WupopmanionHele  cUCTeMBI, OTBEeTCTBeHHBI cekperaps PITI «MHcTHTyTa WH(DOPMAIMOHHBIX H
BBIUHCIUTENBHBIX TexHOmoruin» Komurera naykn MOH PK (Ammvarsr, Kasaxcran), H=5

PEJAKIIMOHHASA KOJVIEI'A:

KAJIMMOJIJAEB Maxkcar HypagnioBu4, 1okTop (DU3MKO-MaTeMaTHYeCKUX HayK, mpodeccop,
axanemuk HAH PK (Amvarsl, Kazaxcran), H=7

BANTYHUYEKOB Kymamun Kana6aeBud, JOKTOp TEXHHUECKHX HAyK, MPO(eccop, aKameMHK
HAH PK, MHCTUTYT KHOSPHETHKN 1 MH(POPMALIMOHHBIX TEXHOIOTHH, Kadeapa MPUKIaJHON MEXaHUKU H
WHKeHepHoit rpaduky, YansepeuteT Carnaepa (Anmmvarsl, Kazaxcran), H=3

BOHWYUK Baibiemap, JOKTOp TeXHHUECKMX HayK ((pu3.-Mar), mnpodeccop JIOGIMHCKOro
TeXHOIorn4eckoro ynnsepeutera (JIroomun, [omsima), H=23

BOIIKAEB Kyanraii ABrassieBud, 1okrop Ph.D, npernonasaress, 101eHT Kadeapbl TEOPETHISCKOI
u simepHoi ¢u3nku, Kazaxckuil HalMOHAIBHBIN yHIBEpCHTET UM. anb-Dapadu (Ammarer, Kasaxcran), H=10

QUEVEDO Hemando, npogeccop, HarmonansHbIii asroHOMHEIH yHEBepcnTeT Mekernku (UNAM),
WncrutyT sinepHbix Hayk (Mexuko, Mekcrka), H=28

KYCYIIOB Mapar A@:kaHOBHY, JOKTOp (PH3MKO-MaTeMaTHYeCKUX Hayk, mpodeccop Kadempbl
TeopeTnueckor u sinepHoi (usukn, Kazaxcknil HaMoOHATBHBIN YHUBEPCUTET UM. anb-Dapabu (Anmarsl,
Kazaxcran), H=7

KOBAJIEB Anexcanap MuxaiiioBuy, T0KTop (PH3HKO-MaTeMaTHIECKHUX Hayk, akajemMuk HAH
VYipaunsl, VHCTUTYT NpUKIaIHON MaTeMaThKy 1 MexaHuku (lonerk, Yipaunna), H=5

PAMA3AHOB Taekkadyn Ca0uToBHY, JOKTOp (PU3MKO-MATeMaTHYECKHX HayK, mpodeccop,
akagemuk HAH PK, npopekrop no Hay4HO-UHHOBALMOHHOM JeATeNbHOCTH, Ka3axckuii HallMOHAIbHBIM
yHHBepcuTeT nM. anb-Dapadu (Anmarsl, Kasaxcran), H=26

TAKUBAEB Hyprain ’KabaraeBud, Toktop (pU3MKO-MaTeMaTHYECKHX HayK, Tpodeccop, akageMuK
HAH PK, Kazaxckwuii HallmoHabHbBIA yHHBEPCHTET UM. anb-Dapadu (Anmarsl, Kazaxcran), H=5

TUTNHAHY Hon MuxaiinoBud, JOKTOp (DH3HKO-MATEMATHUYSCKUX HAyK, aKaJeMHK, NPE3UICHT
Axanemun Hayk MonoBsl, Texanuecknii yanepcurer Monoesl (Kummnes, Monyosa), H=42

XAPHUH CranunciaB HuxonaeBud, 10KTOp (DU3HKO-MATeMaTHISCKUX HAyK, MPO(Eccop, akaIeMUK
HAH PK, Kazaxcrancko-bpuranckuii Texanaeckuii yausepeutet (Anmarsl, Kazaxcran), H=10

JABJIETOB Ackap EpOymanoBud, ToKTop (pU3HKo-MareMaTniecknx Hayk, mpodeccop, Kazaxckuit
HAaIMOHAIBHBIN yHUBepcHTeT UM. anb-Dapadu (Anmvarsl, Kasaxcran), H=12

KAJIAHPA IIberpo, noxtop ¢unocopun (Ph.D, dusuka), npodeccop MHcTUTyTa IO M3yUeHHIO
HAHOCTPYKTYPHPOBaHHBIX MaTepraoB (Prm, Utamis), H=26
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Abstract. The article provides an in-depth review of the rapid progression
of digital banking driven by technological advancements and breakthrough
innovations. The manuscript explores the journey from the inception of online
banking to the rise of mobile banking, and further to the advent of digital-only banks.
It elucidates how these digital channels have revolutionized the financial landscape,
enabling unprecedented convenience, speed, and accessibility in banking services.
The paper also discusses the transformational impact of technologies such as
mobile applications, biometric authentication, artificial intelligence (Al), machine
learning (ML), and blockchain in reshaping the banking sector. The crucial role of
Al and ML in enhancing customer service, fraud detection, credit risk assessment,
and personalization of product recommendations is comprehensively examined.
Moreover, the manuscript delves into the potential of blockchain technology in
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ensuring secure, transparent, and efficient transactions. Furthermore, it underscores
the role of regulatory frameworks and compliance in the digital banking ecosystem.
It brings to light the challenges and risks associated with digital banking, including
cybersecurity threats and the digital divide, while suggesting mitigation strategies.
Looking ahead, the manuscript identifies future trends and opportunities such as
the integration of digital banking with emerging financial technologies (e.g., digital
currencies, robo-advisors), the role of 5G and Internet of Things (IoT) in digital
banking, and the importance of creating personalized, customer-centric banking
experiences. The paper concludes with implications for the banking industry
and policymakers, and directions for future research, making it an indispensable
resource for anyone interested in understanding the evolution and future of digital
banking.

Keywords: digital banking, financial innovation, cybersecurity, regulatory
framework, emerging technologies
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AHHoTamus. Makanaja TEXHOJOTHSUIBIK JKETICTIKTEp MEH  CepIiHIl
WHHOBAIUsIapFa HETi3IeTreH MUQPPILIK OaHKHHTTIH KapKbIHIBI JaMybIHA eTKeH-
Terkeim mony Oepinren. Komkazba oHmaiiH-OaHKWHTTIH TMaifa OOJybIHAH
MOOWIIBAI OAaHKHHITIH KOTepislyiHe ACHiHT1 oHe TeK HU(PIBIK (OpMaTTa HKYMBIC
icTelTiH OaHKTep maiina OonFanFa JeHiHT1 KOsl 3epTTerai. OHma Oy HUQpIbIK
apHanap OYpBIH-COHIBl OONMaraH OAaHKTIK BIHFAWJIBUIBIKTBEI, JKBIIIAMIBIKTHI
YKOHE KOJDKCTIMJIUTIKTI KAMTaMachl3 €Ty apKbUIbl Kap KbUIBIK JIAHAMAPTTHI Kaian
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©3TepTKeHI KepceTureH. Makaiajga COHBIMEH Karap MOOWIB[I KOCBIMIIAiap,
OMOMETpUSUTBIK ~ ayTeHTH(HUKANWs, KacaHAbl WHTEIUEKT (Al), MammHaIBIK
okpITy (MO) sxoHe ONOKYEHH CHSAKTBHI TEXHOJOTHSUIAPIbIH OaHK CEKTOPHIHBIH
e3repyiHe TpaHC(OPMAIMSIIBIK SCEpiH TalKpuTalabl. JKacaHIbl MHTEIIEKT TeH
MAaIlIMHAJBIK OKBITYABIH TYTHIHYIIBUTAPFA KBI3MET KOPCEeTYHi IKaKCapTyHaFsbl,
ATASKTHIKTHI aHBIKTAydaFbl, HECHENIK TOyeKendi OarajayJarbl JKOHE ©HIM
VCBHIHBICTAPBIH JKEKEJICHAIPYACT] MENTYIIT Pl ®KaH-KaKThl 3epTTenei. COHBIMEH
Karap, Ko/bka3da Kayimcis, MeJip KoHe THIMII TpaH3aKIUsIapIbl KaMTaMachl3
eTyzneri OJOKYEHH TEXHOJIOTHSICHIHBIH QJIEyeTiH KapacThipanbl. COHBIMEH KaTap,
ol UQPIABIK OAHKUHI SKOKYHECIHIErT HOPMATUBTIK-KYKBIKTBIK Oa3aHbIH JKOHE
COMKeCTIKTIH pemiH kepceremi. On muQpibK OaHKMHIKE KAaTBICTBHI MICeyenep
MEH TOYEKeJJIep/li, COHBIH 1IiHJe KUOePKAYIINCI3AIK KaTepaepiH xKoHe H(PIIBIK
AJIIAKTHIKTHI aHBIKTANIBl KOHE a3aliTy cTparerusuiapbiH yehiHa bl Komka3oana
OoJamax TEHACHIUSIAp MEH MYMKIHJIKTED, MbICAIIbI, IIU(PIIBIK OAHKUHTTI JKaHa
KAp)KBUIBIK TEXHOJOTHUSUIapMeH OipikTipy (MbICalsibl, CaHIBIK BajroTaiap, po0o-
keHecurinep), uudpiasik 6ankuHrTeri 5SG sxone 3arrap uHTepHeTiHIH (IoT) pei
JKOHE JKeKe, KIIMEHTKEe OaFbITTalaFaH OaHKTIK KbI3METTI KYPYABIH MaHBI3IbIIBIFBI
aHbIKTaNaapl. Makanana 0aHK cajachkl MEH casicaTKepIiep YIIIiH cajlapMeH, COHIa-
aK Oomammak 3epTTey OarbITTapbIMEH asKTajaabl, Oy OHBI IU(PIBIK OAHKHHTTIH
ABOIIOIUSACHI MEH OOJalllaFblHa KBI3BIFYIIBUIBIK TAHBITKAHAAP YIIIH TanThIpMac
pecypc ereri.

Tyiiin ce3mep: MU PIBIK OAHKUHT, KApKBUTEIK MHHOBAITUSIIAP, KHOSPKAYITICI3IIK,
HOPMAaTHUBTIK 0a3a, ’kaHa TEXHOJOTHsIIAp
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AnHotanus. B crarbe mpeacraBieH moapoOHBIH 0030p OBICTPOTO Pa3BUTHS
uuQpoBoro OaHKHHTA, OOYCIOBICHHOTO TEXHOJOTMYECKUMH JOCTHKECHUSIMH U
MPOPHIBHBIMA MHHOBAaLMSAMH. B pykomucu ucciemyercsl myThb OT 3apOKICHHUS
OHJIallH-OaHKHMHTa JI0 TOAbEMa MOOWIBHOTO OaHKHMHTA M Jlayiee 10 MOSBICHUS
OankoB, paboTaromux TOJIRKO B IHdpoBoM dopmare. B HeM MokazaHo, Kak
9TH TMQPOBBIE KaHAIBl TPOU3BEIM PEBOJIONHUIO B (PUHAHCOBOM JIaHIIIAdTE,
obecrnieunB OecrpereieHTHOE YI0O0CTBO, CKOPOCTh M JIOCTYIMHOCTh OaHKOBCKHX
ycayr. B mokymenTe Taroke oOcyxnaeTcs TpaHC(OPMAIMOHHOE BIMSHHUE TaKUX
TEXHOJIOT'HH, KaK MOOWJIbHBIE TPHIIOKEHUS, OMOMeTpudecKas ayTeHTH(UKaIMs,
uckycctBeHHblid uHTeekT (MW), mammaHoe oOyuenme (MO) u OGrnokyeitH
Ha W3MEHEHHE OAHKOBCKOTO CeKTopa. BCecTopoHHE HCCiemyeTcs pelarorias
pOIb MCKYCCTBEHHOTO HWHTEIUIEKTa W MAIIWHHOTO OOy4YeHHsS B YIyYIICHHH
00CITy’)KMBaHUSI KIIMEHTOB, OOHAPY)KEHUH MOIICHHUYECTBA, OIEHKE KPEIUTHOTO
pHCKa ¥ epCOHAIN3AMK PEKOMEHJani 1Mo nmpoaykram. Kpome Toro, B pykonucu
paccMarpHuBaeTCs MOTEHIMA TEXHOJIOTHH OJIOKUCHH B 00€CIIeUeHUH 0e301acHbIX,
Mpo3padHbiX B dQQPEKTUBHBIX TpaH3akiuid. Kpome Toro, B HeM NOAYEpKUBACTCS
POJIb HOPMATUBHO-TIPABOBOM 0a3bl U COOTBETCTBHS TPEOOBAHUSIM B IKOCHCTEME
nudpoBoro OaHkWHTa. B HEM BBIABISIOTCS MPOOJNEMBI M PUCKH, CBSI3aHHBIC C
M(pOBBIM OAaHKUHTOM, BKJIFOYasl yTPO3bl KHOEpOe30IacHOCTH U U (POBOH pa3phIB,
a TaKKe TMpeIIaraloTcsl CTpaTeruy CMATYEHUs TOCIeACTBUM. 3aberast Brepen
PacKporo, 4TO B PYKOIIMCH OTIPEIEISIOTCS Oyayllne TeHISHINH 1 BO3MOKHOCTH,
Takde Kak uHTerpanus nudpoBoro OaHKMHIa C HOBBIMH (DUHAHCOBBIMU
TEXHONIOTHSAMHU  (HampuMep, [HU(POBBIE  BAIIOTH, POOOTHI-KOHCYIBTAHTHI),
porb 5G u HUnateprera Bemei (IoT) B nmudpoBom OaHKWHTE, a TaKkKe BAKXKHOCTH
CO3/IaHUSl TEPCOHAIN3UPOBAHHOTO, KIHUEHTOOPHUEHTHPOBAHHOTO OaHKOBCKOTO
obcmyxuBanusi. CTarhsi 3aBepLIaeTCsl MOCIEACTBHAMU Il OAaHKOBCKOW OTpaciu
U TIOJIUTHKOB, a TAK)KE HAMPaBICHUSAMHU OyAyIINX MCCICIOBAHHM, YTO JeNacT ero
HE3aMEHUMBIM PECYpPCOM ISl BCEX, KTO MHTEPECYEeTCS DBONIOLUEH W OyayluMm
M(ppoBOTO GAaHKUHTA.

KuaroueBbie cioBa: 1udpoBoii OaHKWHT, (PHHAHCOBBIC WHHOBAITMH, KHOepOe-
30MaCHOCTh, HOPMaTHBHAsI 0a3a, HOBbIE TEXHOJIOTHHI

Introduction

Mobile and online banking have revolutionized financial management, offering
unparalleled convenience, speed, and accessibility. These digital banking channels
evolved with advancements in information and communication technologies,
playing a critical role in shaping the modern financial landscape. Online banking
emerged in the early 1980s when banks began offering limited electronic services
via telephone lines and dedicated terminals (Sanli, 2015). With the internet's
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advent in the 1990s, banks started providing online banking services through
websites, allowing customers to access accounts, transfer funds, pay bills, and view
transaction history from personal computers.

As mobile phones advanced and became widespread, banks saw potential in
offering banking services through mobile devices. Mobile banking debuted in the
early 2000s with basic SMS-based services for account balance checks and alerts.
The late 2000s saw the launch of smartphones and mobile applications, as banks
developed dedicated mobile apps offering comprehensive features like account
management, remote check deposit, and peer-to-peer payments (Prisc, 2021). The
banking landscape further evolved with the rise of digital-only banks, or neobanks,
which operate exclusively online without physical branches. These banks focus
on user experience, competitive fees, and innovative features, making them an
attractive alternative to traditional banks.

Mobile and online banking have profoundly impacted the banking sector,
driving competition, improving customer experiences, and reducing operational
costs. Customers now expect seamless, secure, and efficient banking experiences
accessible anytime, anywhere. Consequently, banks invest heavily in digital
transformation initiatives to meet demands and remain competitive in an
increasingly digital financial landscape. Mobile and online banking have come
a long way since their early beginnings, becoming integral components of the
modern banking experience. With rapid advancements in technology and changing
customer preferences, digital banking channels will continue to evolve and reshape
the financial industry.

Digital banking has become a cornerstone of the modern financial landscape due
to its transformative impact on the banking sector and the numerous advantages
it offers (Arrighi, 2014). It provides convenience and accessibility, enabling
customers to access financial services 24/7 from anywhere with an internet
connection, saving time and resources. Leveraging digital channels allows banks to
reduce operational costs and pass on savings to customers in the form of lower fees
and better interest rates. Improved customer experience, real-time services, and
enhanced security are other benefits of digital banking. User-friendly interfaces and
personalized services lead to increased customer satisfaction and loyalty. Real-time
transaction processing and instant access to account information keep customers
informed about their financial status. Advanced security measures protect sensitive
financial data. Digital banking promotes financial inclusion by reaching unbanked
and underbanked populations, fostering economic growth and reducing income
inequality in underserved communities. The rise of digital banking spurs innovation
and competition in the financial industry, ultimately benefiting customers through
new features and improved services (de Lis, 2018). Additionally, digital banking
contributes to environmental sustainability by reducing the need for physical
branches and paper-based transactions.

Data-driven decision-making and integration with emerging technologies are
other key aspects of digital banking. Analyzing customer data helps banks tailor
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their products and services, improve risk management, and make better-informed
decisions. Digital banking platforms can easily integrate with technologies such
as artificial intelligence, machine learning, blockchain, and the Internet of Things
(IoT) to enhance offerings and streamline operations.

Digital banking plays a vital role in the modern financial landscape by driving
innovation, improving customer experiences, and promoting financial inclusion. As
technology continues to advance and customer preferences shift, the importance
of digital banking will only grow, shaping the future of the banking industry (Liu,
2020).

The scope of this review is to examine the historical development, current state,
and future trends of mobile and online banking, with a focus on the technologies
and innovations that have shaped this transformation. The review will provide a
comprehensive analysis of the digital banking landscape, highlighting its impact on
customers, banks, and the broader financial industry.

By achieving this aim, the review will offer a comprehensive understanding
of the evolution of mobile and online banking, providing valuable insights for
academics, industry professionals, and policymakers interested in the ongoing
digital transformation of the banking sector.

Methodology

To provide a comprehensive and well-structured analysis of the evolution of
mobile and online banking, the following methodology was employed:

1. Literature Search Strategy:

A systematic search of relevant literature was conducted using various electronic
databases, such as Google Scholar, IEEE Xplore, ScienceDirect, and JSTOR.
The search focused on academic articles, conference proceedings, whitepapers,
and industry reports published in English. To identify relevant publications,
a combination of keywords and phrases was used, including "mobile banking,"
"online banking," "digital banking," "technological advancements," "innovations,"
"challenges," and "future trends."

2. Inclusion and Exclusion Criteria:

To ensure the quality and relevance of the selected literature, specific inclusion
and exclusion criteria were applied. Inclusion criteria consisted of factors such as:

Publication date: Focusing on sources published within the last 10-15 years to
capture recent developments and trends.

Relevance: Articles must have had a primary focus on mobile and online banking
technologies and innovations.

Methodological rigor: Preference was given to studies that demonstrated
methodological rigor and provided clear, well-supported conclusions.

Exclusion criteria included: Non-English publications; opinion pieces or
editorials without substantial evidence or analysis; publications with a narrow
focus that did not contribute to the broader understanding of the topic.

3. Data Extraction and Analysis:

Once the relevant literature was identified, the following data were extracted:
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Bibliographic information (author, title, publication date, source); study design
and methodology; key findings, technologies, innovations, challenges, and trends.

The extracted data were synthesized and analyzed to address the review's
objectives. This analysis involved: a chronological overview of the development
of mobile and online banking, highlighting key milestones and technological
advancements; a thematic analysis of the identified innovations, challenges, and
trends in mobile and online banking; a discussion of the regulatory frameworks,
compliance requirements, and their impact on digital banking; an exploration of
future trends and opportunities, including the potential implications of emerging
technologies.

By employing this methodology, the review manuscript offered a comprehensive
and systematic analysis of the evolution of mobile and online banking, focusing
on the technologies and innovations that drove this transformation. This approach
ensured that the review was grounded in the existing literature, providing valuable
insights for academics, industry professionals, and policymakers interested in the
digital transformation of the banking sector.

Discussion

The emergence of online banking systems can be traced back to the early 1980s,
when financial institutions began experimenting with electronic banking services
to meet the evolving needs of their customers. Early online banking systems were
quite different from the sophisticated platforms we know today, as they were limited
in functionality and accessibility.

Before the widespread adoption of the internet, banks offered limited electronic
services using telephone lines and dedicated terminals. Some of the earliest
electronic banking services were introduced by major banks in the United States,
such as Bank of America and Citibank. These services typically allowed customers
to access basic account information and perform simple transactions like transferring
funds between accounts (Gonzalez, 2015).

During this period, home banking systems were also developed, allowing
customers to access their accounts through a personal computer equipped with a
modem. These early systems often used proprietary software provided by the bank
and required customers to dial directly into the bank's computer systems (Shaikh,
2015). Despite offering limited features, these early home banking systems were
considered innovative and paved the way for the development of more advanced
online banking services.

With the advent of the internet in the 1990s, banks saw the potential for
expanding their electronic banking services and started offering online banking
through websites. These enabled customers to access their accounts, transfer funds,
pay bills, and view transaction history from their personal computers. These early
online banking websites were relatively basic in design and functionality compared
to today's standards. They relied on static HTML pages, lacked personalization
features, and often required the use of specific browsers for compatibility.

Security was also a significant concern in the early days of online banking.
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Banks implemented various security measures, such as usernames, passwords, and
security questions, to authenticate users and protect sensitive financial data. Over
time, encryption technologies like Secure Socket Layer (SSL) were adopted to
enhance the security of online transactions and communication between users and
banking websites.

Despite the limitations of early online banking systems, they represented a
significant breakthrough in the banking industry, offering customers increased
convenience and accessibility to their financial information. As internet usage
continued to grow and technology advanced, online banking systems evolved to
offer more sophisticated features, better user experiences, and improved security
measures.

Early online banking systems played a crucial role in shaping the digital banking
landscape we know today. By providing customers with the ability to access and
manage their finances electronically, these systems laid the foundation for the rapid
development of mobile and online banking technologies and innovations. The
emergence of mobile banking can be attributed to the rapid development of mobile
technology and the widespread adoption of smartphones and mobile internet. As the
use of smartphones became more prevalent, banks saw an opportunity to leverage
these devices to offer financial services to their customers on the go, providing
greater convenience and accessibility. This led to the birth of mobile banking.

In the early stages of mobile banking, banks primarily used text messages (SMS)
to communicate with customers. Customers could receive account balance updates,
transaction alerts, and even perform basic transactions by sending text messages to
their banks. The convenience of SMS banking was a significant step forward, but
the system was relatively simple and limited in functionality.

As mobile technology progressed, banks began developing mobile applications
(apps) specifically designed for smartphones. These early mobile banking apps
allowed customers to access their accounts, view transaction history, transfer funds,
and pay bills directly from their smartphones. Mobile apps offered a more user-
friendly and convenient experience compared to SMS banking, as they provided a
richer interface and more advanced features.

The development of mobile banking apps was further accelerated by the
emergence of app stores, such as Apple's App Store and Google's Play Store, which
made it easier for customers to discover and download banking apps. This led
to a surge in the adoption of mobile banking services, as customers increasingly
embraced the convenience and flexibility provided by these apps.

In addition to traditional banks, the growth of mobile banking also spurred the
creation of new financial institutions, such as digital-only banks or neobanks, that
operate exclusively through mobile apps and online platforms (Norohna, 2023).
These digital banks often offer innovative features, lower fees, and personalized
services that cater to the needs of the tech-savvy, mobile-first generation.

The emergence of mobile banking also introduced new security concerns,
as banks had to find ways to protect customer data and ensure the security of
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transactions performed through mobile devices. Banks responded by implementing
advanced security measures, such as biometric authentication, encryption, and
secure mobile application development practices.

Over time, mobile banking has continued to evolve, with new technologies and
innovations being integrated into the apps. Today, mobile banking offers a wide
array of features, such as mobile check deposits, person-to-person (P2P) payments,
budgeting tools, and even access to financial products like loans and investments.

Mobile banking has revolutionized the banking industry and customer
interaction with financial institutions. Offering convenient, accessible, and user-
friendly financial services via smartphones, it has become an integral component of
the contemporary financial landscape.

Technological advancements have reshaped customer interaction with banks and
financial management, enabling institutions to offer innovative services, enhance
customer experience, and improve operational efficiency. Crucial developments
include mobile apps that increase accessibility and enable customers to perform
various banking tasks from their smartphones, contributing to mobile banking's
growing popularity (Chou, 2004). Biometric authentication, including fingerprint,
facial recognition, and voice recognition, provides a secure and convenient way
for customers to access their accounts, enhancing digital banking security and
streamlining user experience. Artificial intelligence (Al) and machine learning have
improved customer service through Al-powered chatbots and virtual assistants,
while machine learning algorithms enable better fraud detection, credit risk
assessment, and personalized product recommendations (Manser Payne, 2018).

Open banking and application programming interfaces (APIs) have transformed
the digital banking landscape, creating a more interconnected and collaborative
financial ecosystem involving traditional banks, fintech companies, and other
financial service providers (Fiedler, 2022). Blockchain technology offers potential
solutions for secure, transparent, and efficient transactions, reducing transaction
costs and streamlining cross-border payments. The growing popularity of digital
wallets and contactless payments has also impacted digital banking, providing a fast
and convenient alternative to traditional payment methods. These key technological
advancements have revolutionized customer interaction with financial institutions
and financial management, contributing to the ongoing digital transformation of the
banking industry.

Mobile apps and responsive web design are two approaches used by businesses
and organizations, including banks, to ensure that their digital services are accessible,
user-friendly, and functional across a wide range of devices. These approaches aim
to provide customers with seamless and engaging experiences, regardless of the
type of device they use to access the services.

Mobile apps are standalone applications specifically designed for smartphones
and other mobile devices. They are developed using native programming
languages, such as Java for Android devices and Swift for iOS devices, and offer a
tailored user experience optimized for the device's operating system. Mobile apps
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typically provide a rich, interactive interface, making it easy for users to navigate
through the app and perform various tasks. They can also take full advantage of
the device's hardware features, such as the camera, GPS, and biometric sensors, to
offer additional functionalities and a more personalized experience. Information
about the most famous mobile banking apps and their features are shown in Table 1.

Table 1 — Most Famous Mobile Banking Apps and Their Features (Horton, 2023; Richter, 2018)

Mobile

Banking | Description

App
Chase Mobile is the mobile banking app developed by JPMorgan Chase, one of the

Chase largest l?anks' in the Unite'd States. The app allows customers to view account balances,

Mobile transaction history, deposit checks, pay bills, transfer funds, and locate ATMs and
branches. It also offers features like personalized alerts, budgeting tools, and Zelle
integration for quick P2P payments.

Bank of America's mobile banking app enables customers to access their accounts,
transfer money, deposit checks, pay bills, and locate nearby ATMs and financial centers.

Bank of h . . .

America The app also }ncludes featur(::s like custom aler.ts, mobll.e credlt. card management,_ and
integration with the bank's virtual financial assistant, Erica, which uses Al to provide
personalized financial guidance.

Wells Wells Fargo Mobile app allows customers to manage their accounts, pay bill.s,. deposit

Fargo checks, transfer funds, and find ATMs and branches. The app also offers additional

. features such as budgeting tools, custom alerts, and card management options, including

Mobile o . .
the ability to temporarily freeze a lost or misplaced card.

Citi Mobile is the mobile banking app developed by Citibank, offering customers access

Citi to their account information, transaction history, bill payments, fund transfers, and

Mobile mobile check deposits. The app also features Citi Mobile Snapshot, which allows users
to view account balances and recent transactions without logging in, and integration
with Citi's virtual assistant.

Capital One's mobile banking app lets customers manage their accounts, pay bills,

Capital fieposit chec'ks, trangfer funds, and. locgte nearby ATMs. and branches. The app glso

One integrates with Capital One's CreditWise feature, enabling users to monitor their
credit score and receive personalized credit insights. The app offers additional security
features like fingerprint login.

Kaspi.kz, a leading fintech company in Kazakhstan, offers a comprehensive
mobile banking solution through its all-in-one mobile app (Ivashina, 2019). As a
key player in the nation's digital banking landscape, Kaspi.kz provides innovative
and user-friendly services, including account access, transaction history, bill
payments, and seamless fund transfers. The app also supports instant peer-to-peer
payments and various financial products like loans, insurance, and investments.
Kaspi Gold, a loyalty program integrated into the app, rewards users with cashback
for purchases made using Kaspi.kz cards. Security is a notable focus for Kaspi.kz,
employing advanced measures like biometric authentication to protect user data
and ensure transaction safety. Users can manage card settings, such as blocking and
unblocking cards or setting transaction limits, to further enhance security.
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The Kaspi.kz app also offers non-financial services, enabling users to book movie
tickets, pay for utilities, and top up mobile phone balances within its ecosystem.
This holistic approach to digital services makes Kaspi.kz an essential tool for users
seeking to manage finances and access everyday services effortlessly.

Mobile apps can be installed directly from app stores, such as Google Play Store
and Apple App Store, and often provide offline functionality, allowing users to access
certain features even without an internet connection. This can be particularly useful
for banking services, as customers may need to access their account information or
perform transactions when they are not connected to the internet.

On the other hand, responsive web design is an approach to website development
that ensures the website's layout, images, and other elements automatically adjust
to fit the screen size and orientation of the device being used. This enables users to
have a consistent experience across various devices, such as smartphones, tablets,
and desktop computers. Responsive web design is achieved through the use of fluid
grids, flexible images, and CSS media queries that detect the characteristics of the
user's device and adapt the website accordingly.

Responsive web design is particularly important for online banking services, as
customers may access their accounts using different devices throughout the day.
By ensuring that the website's layout and content are displayed optimally on every
device, banks can provide a more user-friendly and efficient experience for their
customers.

Both mobile apps and responsive web design have their advantages and
drawbacks. Mobile apps tend to offer a more engaging, feature-rich experience
and can leverage the device's hardware capabilities. However, they require more
development resources and maintenance, as separate versions of the app must be
created and updated for each operating system. Responsive web design, in contrast,
offers a more universal solution that can be accessed across various devices with
minimal additional development effort. However, it may not provide the same level
of interactivity and hardware integration as a dedicated mobile app.

Mobile apps and responsive web design are both essential components of a
comprehensive digital strategy for banks and other organizations. By providing
customers with accessible, user-friendly, and functional digital services across
different devices, banks can enhance customer satisfaction, increase engagement,
and ultimately strengthen their position in the competitive digital banking landscape.

Biometric authentication has emerged as an innovative and effective method
for ensuring security in various industries, including digital banking. As traditional
authentication methods such as passwords and PINs become increasingly vulnerable
to security breaches and hacking attempts, biometric authentication offers a more
reliable and user-friendly alternative.

Biometric authentication refers to the process of verifying an individual's identity
based on unique physiological or behavioral characteristics. These characteristics
include fingerprints, facial recognition, iris or retina scans, voice recognition, and
even gait analysis (Michaels, 2022). By utilizing these unique identifiers, biometric
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authentication can provide a higher level of security compared to traditional
methods, as they are difficult to forge, hack, or replicate.

One of the primary advantages of biometric authentication in digital banking is
the enhanced security it provides. By requiring users to verify their identity using
their unique biometric traits, banks can significantly reduce the risk of unauthorized
access to their customers' accounts. Biometric authentication is particularly useful
in protecting against common cyber threats such as phishing, identity theft, and
brute-force attacks, which often target weak or stolen passwords.

Another benefit of biometric authentication is the improved user experience it
offers. Instead of requiring customers to remember and enter complex passwords
or PINs, biometric authentication allows users to access their accounts quickly and
conveniently using their fingerprints, facial features, or voice. This streamlined
process not only enhances the overall customer experience but also encourages the
adoption of digital banking services.

However, the implementation of biometric authentication also raises certain
concernsrelated to privacy and data security. As biometric data is highly sensitive and
unique to each individual, it is crucial that banks and other organizations employing
biometric authentication take necessary measures to protect this information. This
includes ensuring that biometric data is stored securely, encrypted, and not shared
with unauthorized parties.

Moreover, biometric authentication systems are not immune to potential
vulnerabilities or hacking attempts. For example, sophisticated attackers may try to
bypass facial recognition systems using high-quality masks or 3D-printed replicas.
To mitigate these risks, banks may employ multi-factor authentication methods,
which combine biometrics with other security measures, such as passwords or one-
time codes, to provide a more robust layer of protection.

The application of Al and ML technologies in mobile and online banking has
led to significant advancements in the way financial institutions provide services,
enhance customer experience, and improve operational efficiency (Donepudi,
2017). By leveraging Al and ML, banks can develop intelligent systems that can
analyze vast amounts of data, make predictions, and adapt to new information. Here
are some key applications of Al and ML in mobile and online banking (Figure 1):
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P erson al ize d « Aland ML can analyze customer data to identify patterns and preferences, enabling banks to offer personalized financial
products and services. This might include tailored investment advice, customized savings plans, or targeted offers and
F g promotions. By providing a more personalized banking experience, financial institutions can gth
B an kl n 9 Se rvices relationships and increase customer satisfaction.

Chatbots a nd V| rtual « Al-powered chatbots and virtual assistants have transformed customer service in mobile and online banking. These tools
g can handle customer inquiries, provide instant support, and guide users through various banking tasks. By automating
ASS|Sta ntS routine customer service tasks, banks can reduce operational costs and improve the efficiency of their support teams.

H « Al'and ML algorithms can analyze large datasets to identify patterns and anomalies indicative of fraudulent activities.
Fra Ud DeteCtlon and This enables banks to detect potential fraud more quickly and accurately, protecting both the institution and its
A customers. Additionally, ML models can be used to assess credit risk, helping banks make more informed lendin:
Risk Management [ty b IS B

TransaCtlon + Al'and ML can automatically categorize transactions and provide users with valuable insights into their spending habits.
C t ri V4 t| nan d This can help customers better understand their finances and make more informed financial decisions. Some mobile and
a ego ation a online banking platforms also incorporate budgeting tools and financial goal-setting features, powered by Al and ML, to

FlnanC|a| I nS|g hts help users manage their money more effectively.

+ Aland ML can be used to automate various back-office processes, such as document verification, account reconciliation,
and compliance checks. By automating these tasks, banks can improve operational efficiency, reduce human error, and
lower costs.

Process Automation

+ Aland ML can analyze historical data to identify trends and make predictions about future financial events or customer
behavior. This can help banks anticipate market fluctuations, identify potential investment opportunities, or proactively
address customer needs.

Predictive Analytics

Fig 1. Essential uses of artificial intelligence (Al) and machine learning (ML) in mobile and online
banking (Bhatore, 2020; Basdekis, 2022)

Al and ML have brought about significant advancements in mobile and online
banking, allowing financial institutions to offer innovative services, enhance
customer experience, and improve operational efficiency. By leveraging these
technologies, banks can better understand and serve their customers, stay ahead
of emerging trends, and remain competitive in the ever-evolving digital landscape.

Open banking refers to the practice of sharing customer financial data securely
and with their consent among different financial institutions through open
Application Programming Interfaces (APIs). This practice enables the development
of innovative and customer-centric financial products and services that can enhance
the overall banking experience. API integration is an essential aspect of open
banking, allowing different systems and applications to communicate with each
other seamlessly.

API integration enables banks to connect their systems and data with third-party
applications and services, such as personal finance management tools, investment
apps, or credit reporting services. This integration facilitates the sharing of data and
enables the development of more customized and personalized financial products
and services.

One of the main benefits of open banking and API integration is the enhanced
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customer experience. With APIs, banks can offer a more holistic view of their
customers' financial lives, allowing them to provide more personalized services that
better meet their customers' needs. For example, a customer's financial data from
multiple banks can be integrated into a single dashboard, enabling them to view all
their accounts and transactions in one place.

Another advantage of open banking and API integration is the increased
competition and innovation in the financial services industry. By enabling third-
party developers to access customer data and build new products and services, open
banking fosters a more competitive and dynamic market that benefits consumers.

However, there are also potential risks associated with open banking and API
integration, particularly related to data privacy and security. Banks must ensure
that customer data is only shared with authorized third-party providers and that
appropriate security measures are in place to protect that data from unauthorized
access or misuse.

Open banking and API integration offer significant opportunities for banks
and financial services providers to enhance the customer experience and promote
innovation in the industry. By leveraging APIs to share data securely, banks can
offer more personalized services and enable third-party providers to develop new
and innovative financial products and services. However, it is essential for banks
to address potential privacy and security concerns to ensure the safety and trust of
their customers.

Digital wallets and contactless payments have emerged as a popular and
convenient method for consumers to make purchases both online and in-store. A
digital wallet is a virtual wallet that stores payment and identification information
securely and enables users to make payments via a mobile device. Contactless
payments, on the other hand, allow users to make payments by simply tapping their
card ormobile device on a payment terminal, without the need for a physical signature
or PIN. One of the main benefits of digital wallets and contactless payments is the
convenience they offer to consumers. By eliminating the need for physical cards
and cash, these payment methods offer a quick and easy way to make purchases.
Additionally, digital wallets can store multiple payment options and loyalty cards,
allowing users to manage all their payment and rewards information in one place.
Digital wallets and contactless payments also offer enhanced security compared
to traditional payment methods. With features such as biometric authentication
and tokenization, these payment methods provide an extra layer of protection
against fraud and unauthorized access. Tokenization replaces sensitive payment
information with a unique token, reducing the risk of data breaches and ensuring
that customer information is kept secure (Kajdi, 2022).

Moreover, digital wallets and contactless payments have become increasingly
popular during the COVID-19 pandemic, as consumers seek to minimize physical
contact and reduce the spread of germs. Contactless payments, in particular, have
seen a surge in adoption as retailers and businesses promote cashless payment
options to minimize the need for physical contact between customers and employees.
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However, there are also potential drawbacks to digital wallets and contactless
payments. Some consumers may be concerned about the security and privacy
of their personal and payment information when using these payment methods.
Additionally, some retailers and businesses may not accept digital wallets or
contactless payments, limiting their usefulness in certain situations. Digital wallets
and contactless payments offer convenience and enhanced security to consumers,
particularly in the age of COVID-19 (Hellemans, 2022). As these payment methods
continue to evolve and become more widely accepted, they have the potential to
transform the way people make purchases and manage their finances.

Blockchain and distributed ledger technologies (DLT) have gained increasing
attention in recent years as potential game-changers in the financial industry.
Blockchain is a type of DLT that allows for secure, transparent, and decentralized
record-keeping of transactions without the need for a central authority. DLT refers
to a broader category of technologies that enable the decentralized and secure
sharing of information across a network of participants. One of the main benefits
of blockchain and DLT is their potential to increase the efficiency and security
of financial transactions. By eliminating the need for intermediaries and enabling
direct peer-to-peer transactions, these technologies can reduce transaction times,
lower costs, and improve transparency. Additionally, the decentralized nature of
blockchain and DLT can enhance security by removing a single point of failure or
attack. Blockchain and DLT also have the potential to transform various aspects
of the financial industry. For example, they can enable the development of new
financial products and services, such as decentralized exchanges, smart contracts,
and peer-to-peer lending platforms. These technologies can also facilitate cross-
border payments and remittances by reducing the need for intermediaries and
simplifying compliance with regulations.

However, there are also challenges associated with blockchain and DLT adoption.
One of the main challenges is scalability, as these technologies are currently limited
in their capacity to handle a large number of transactions. Additionally, there are still
concerns around the regulation and governance of blockchain and DLT networks,
particularly in regards to data privacy and security.

Big data and analytics play an increasingly important role in the financial
industry, enabling banks and financial institutions to analyze large amounts of data
to gain insights, make predictions, and improve decision-making. Big data refers to
the vast amount of data generated by various sources, such as customer transactions,
social media, and internet searches. Analytics refers to the process of analyzing and
interpreting this data to extract meaningful insights. One of the main benefits of
big data and analytics is the ability to gain a deeper understanding of customers
and their behavior. By analyzing customer data, financial institutions can identify
patterns and trends, and gain insights into customer needs and preferences. This
information can then be used to develop more targeted marketing campaigns, create
personalized financial products and services, and improve customer engagement
and retention.
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Big data and analytics can also be used to detect and prevent fraudulent activities.
By analyzing large amounts of data, banks can identify anomalies and patterns
indicative of fraudulent transactions, enabling them to take proactive measures to
prevent financial losses and protect their customers.

Moreover, big data and analytics can be used to improve operational efficiency
and reduce costs. For example, banks can use data analytics to optimize their supply
chain, forecast demand, and automate routine tasks, reducing the need for manual
intervention and improving productivity.

However, there are also potential risks associated with the use of big data and
analytics in the financial industry, particularly related to privacy and security.
Banks must ensure that customer data is collected and analyzed in compliance with
relevant regulations and that appropriate security measures are in place to protect
that data from unauthorized access or misuse.

Big data and analytics have become essential tools for banks and financial
institutions to gain insights, improve decision-making, and enhance customer
experience. By leveraging the power of big data and analytics, financial institutions
can develop more targeted and personalized financial products and services,
prevent fraudulent activities, and optimize their operations. However, it is essential
for banks to address potential privacy and security concerns to ensure the safety and
trust of their customers.

Conclusion

In conclusion, this systematic review of the evolution of mobile and online
banking provides valuable insights into the key technologies and innovations
shaping the future of digital finance. Our analysis reveals the growing importance
of addressing cybersecurity threats, the digital divide, user experience and adoption
barriers, as well as the potential impact of emerging technologies such as 5G, IoT,
digital currencies, and robo-advisors on the banking industry.

The findings have important implications for both the banking industry and
policymakers. Financial institutions must prioritize the development of secure,
accessible, and customer-centric services to remain competitive in the digital
landscape. This includes investing in robust cybersecurity measures, enhancing
digital literacy, and promoting financial inclusion through innovative banking
solutions. Policymakers, on the other hand, should focus on creating a supportive
regulatory environment that encourages innovation while safeguarding consumer
interests.

Future research directions in the field of mobile and online banking could
explore the long-term impact of emerging technologies, such as Al and blockchain,
on the financial industry. Moreover, researchers may investigate strategies for
addressing the digital divide in developing countries, fostering financial inclusion,
and optimizing user experience to ensure the successful adoption of digital
banking services. Additionally, further studies could examine the role of public-
private partnerships in driving innovation and promoting a secure, inclusive, and
sustainable digital finance ecosystem.
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By understanding the key drivers of change in mobile and online banking,
stakeholders can better prepare for the future and harness the power of digital
technologies to transform the financial landscape and promote economic growth
worldwide.
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