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KAMBIPBIMABIABIK, KOPbI

HALYK

CHARITY FOUNDATION

b «XAJDBbIK)»

B 2016 rogy mist pa3BUTHS U YAyYIICHUS Ka4eCTBa )KU3HHU Ka3aXCTaHIIEB OBLT
CO3J1aH YacTHBIN briarorBopuTenbHBIH HOHT « XaTbIK». 3aTOIBI CBOCH IEATEITPHOCTH
Ha pealn3aluio OJaroTBOPUTEIIBHBIX IPOCKTOB B 001aCTSIX 00pa30BaHus U HAYKH,
COLIMANIbHOM 3alMThI, KYJABTYPBI, 3APaBOOXpaHEHUs] W cnopra, POoHA BBLACITHI
Oonee 45 MUITHAP/IOB TEHTE.

Ocoboe BHuManHue brnarorBopurensHeli  GoHA  «XadbIK»  yaenseT
00pazoBaTeNbHBIM IPOrpaMMaM, CUUTas 3TO HANpaBlICHHE OJHUM U3 KIIFOUEBBIX
B cBoell aesrenbHOCTH. OKa3biBas MOAJEPIKKY OTEUECTBEHHOMY OOpa30BaHMIO,
@®oH1 BHOCUT CBOW MOCHJIBHBIA BKJIaJ B pa3BUTHE KAuC€CTBEHHOI'O 00pa30BaHUs
B Kazaxcrane. Tem caMmbIM crmocoOCTBYSl pOCTy 4YHcia JIIO#EH, CIIOCOOHBIX
MEHSITh KU3Hb B CTpaHe K JydmeMmy — NpodeccHOHAIIOB B pa3MUHBIX cdepax,
MOTCHLIUANBHBIX JIMACPOB U «BEIUKUX YMOB». ONHOW M3 3HAYMMBIX WHULIMATUB
¢donaa «Xansik» B 00pa3oBarenbHol cdepe cran npoekT Ozgeris powered by Halyk
Fund — mepBsrii B cTpane 6uzHec-nHKyOaTop utst ydamuxcs 9-11 kmaccoB, KOTOPBIT
MIOMOTaeT Pa3BUBaTh HEOOXOAUMBIC B COBPEMEHHOM MHpE NMpeIIpUHIMATEIbCKHE
HaBbIKU. Tak, Ha coelicTBHE MaJloMy OM3HECY HIKOJILHUKOB OBIIO BBIZIEJICHO Oosiee
200 rpanrtoB. g noanep:KKW TaJaHTIMBBIX U MOTHUBUPOBAaHHBIX JeTed DoHn
HEOHOKPATHO BBIACIISUI IPaHThI Ha 00yueHre B MextyHapoqHoH mkoie «Mupacy»
u B Astana IT University, a Take MOMOT' Ka3aXCTaHCKHM MIKOJIbHUKAaM NPHUHATH
ydactue B mpectmkHoM koHkypce «USTEM Robotics» B CLIA. Atopckue
paboTsl B pamkax npoekTa « Tomimrepy, koropomy DoHJ 0Ka3al NOAICPKKY, JICIIN
B OCHOBY y4yeOHOW MpPOrpaMMbl, Y4EOHHKOB M Y4€OHO-METOIMYECKHUX KHHI IO
npeameTy «OCHOBBI IpeIIPUHUMATEIbCTBA U On3Hecay, npenogasaemoro B 10-11
KJIaccax Ka3axCTaHCKMX LIKOJ M KOJIICIKEH.

[ToMuMO MOMOIIM IIKOJBHUKAM, YYaLIMMCSl KOJJIeIKeH u cryaeHtaM PoHx
CUUTAET BAXHBIM BHECTH CBOHM BKJIaJ B MOBBIIICHUE KBAJIM(HUKALNUU MEaroros,
COBEPLICHCTBOBAHHE MX 3HAHWH M HABBIKOB, MOCKOJIBKY MMEHHO OHH SIBJISIOTCS
MPOBOAHMKAMM 3HAHMK OyAyIIMX MOKOJICHHH Ka3axcTaHieB. [Ipu mommepikke
doHma «Xanplk» B KOKHOH CTONHWIE OBUT OpPraHW30BaH €XKETOIHBIN TOPOICKOM
KOHKYpc neparoros «Almaty Digital Ustaz.

BaxHo#il MHUIMATHBOM CTaJl peaju3yeMblii MPOEKT M0 OOYYEHHIO OCHOBAM
(UHAHCOBOM TPaMOTHOCTH IpenojaBaTesied M3 BochbMM obnacteil Kazaxcrana,
YTO JOJDKHO OKa3aTh CYIIECTBEHHOE BIMSHHE Ha BOCIHMTAaHHE (PUHAHCOBON
IPaMOTHOCTH M IPEAIPUHUMATEIBCKOTO MBILIJICHNS Y HOBOT'O OKOJICHUS TpaskAaH
CTpaHBbI.



HeoOxomumyto nomomps @onp «Xallblk» OKa3bIBa€T U TEM, KTO OCOOECHHO
OCTpPO B HEHl Hykmaercs. B pamkax coluasbHON 3aIIWTBHl HACEJCHUS aKTHBHO
MpOBOAXTCS paboTa MO MOAJEPIKKE AETEeH, ocTaBIIMXCs Oe3 poxuTenel, AeTei n
B3POCIBIX U3 COLMAIBHO YS3BUMBIX CIIOEB HACEJICHHUS, JIOACH C OrpaHMYCHHBIMU
BO3MOJKHOCTSIMH, @ TaKXe 0OCCIICUCHHIO HYKAAIOMINXCS COLHMAIBHBIM KHUIBEM,
CTPOUTENILCTBY COLIMAJIbHO BaKHBIX OOBEKTOB, TAKUX KaK JAETCKUE CaJlbl, AETCKUE
TUIOIIA/IKH U (PU3KYIBTYPHO-0310POBUTEIbHBIC KOMITJICKCHI.

B xonmnky 106psix gen @onaa «Xasblk» MOKHO 100aBUTh OKa3aHUE TOMOLIH
JETCKOMY CHOPTY, KyZa OTHOCHTCS IMOJJICP’KKa B Pa3BUTHU ACTCKOro ¢gyrdoia u
Kapate B Haulel crpaHe. JKu3HEHHO BasKHYIO ITOMOIbL biiaroTBOpUTeIbHbIN (GOHT
«XanpIK» OKa3aJl HallUM COOTEYECTBEHHMKAaM BO BpeMsl HEIaBHEH MaHIEMUHU
COVID-19. Torma, B pasrap Tsukenoil 00psObl ¢ KOpOHaBUPYCHOW MHQeEKIuei
®onpx Bblenun cBbiie 11 MWIIMapIOB TEHre Ha MPHOOpETeHHEe HEO0OXOIUMOro
MEIUIUHCKOTO OOOPYIOBaHUS M JIOPOTOCTOSIIMX MEAWIUHCKHAX IpPEernaparos,
aBTOMOOWJICH CKOPOM MEIUIMHCKOM MOMOIIM M CPEACTB 3aIlUTHI, aJPECHYIO
MaTepraibHyI0 MMOMOIIb COLMANBHO YS3BHMBIM CJIOSM HACEICHUS U JCHEKHBIC
BBIMJIATHl MEJUIIMHCKUM PaOOTHHUKAM.

B 2023 rogy napsimy ¢ OIpyruMH NPOEKTAaMH, HALICICHHBIMU Ha MOBBILICHUE
071aroCcOCTOSHUS Ka3aXCTaHCKUX IpaskaaH QOH/ pelu yIeauTh 0co00e BHUMaHNE
HayKe, IOCKOJIbKY OHa SIBJISIETCSl 4aCThIO OOIIECTBEHHOM KYJIBTYpHI, @ YPOBEHb €€
Pa3BUTHS OINIPEACISIET YPOBEHD Pa3BUTHUS TOCYIaPCTBa.

[Monnepxka @oHIoM BbIMycKa XypHanoB HamuonanbHOM AkaneMuu Hayk
PecnyOnukn KazaxcTtaH, KOTOpble BXOAAT B MEXAyHaponxHble (OHABI Scopus U
Wos 1 B KOTOPBIX IMYOJMKYIOTCS CTaTbH OTEYECTBEHHBIX YUYCHBIX, JOKTOPAHTOB
W MarucTPaHTOB, a TAK)KE HAyYHBIX COTPYIHHKOB BBICHIMX Y4YeOHBIX 3aBEeICHHI
W HayYHO-HCCJIEIOBATEIbCKUX MHCTHUTYTOB HAIICH CTpaHbl SIBISIETCS HE MEHEE
3HAYUMBIM BKJIaioM PoH/Ia B pa3BUTHE Ka3aXCTaHCKOTO OOIIECTBRa.

C yBaxkeHnnewm,
BbaarorBopurenbHblii ®oHT «XaabIK»!
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Abstract. Information security is now more relevant than ever, and information
is now as valuable to criminals as our physical property. The attacker's motives
may include stealing information, obtaining financial benefits, spying or sabotage.
Organizations should allocate funds to ensure security and be ready to detect,
respond and proactively prevent attacks such as phishing, malicious software,
viruses, malicious insiders and ransomware. Since the number of cyber threats
is growing rapidly, organizations cannot prepare for all of them. Often, the
information security systems used are not enough to identify new types of attacks
and vulnerabilities — it is necessary to complement existing security systems with
intelligent solutions. This paper proposes an approach to solving the problem of
detecting malicious traffic in data transmission networks based on processing the
received tuples of information sequences of network packets by the ensemble
classification method — stacking machine learning algorithms. The approach
does not require special data preparation, the resulting classification errors of
individual algorithms are smoothed out by the solution of the metaclassifier. The
proposed solution, in order to increase the accuracy and completeness of detecting
destructive effects, makes it possible to use its classification algorithms optimized
for different types of anomalies, which are trained on their own subsets of data
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presented as a tuple of values of information sequences of network packets. The
experiment is described using the machine learning classifiers Naive Bayes,
Hoeffding Three, Random Tree, REP Tree and J48. The evaluation was carried
out using classifiers separately and using stacking, which was based on the same
classifiers. Experimental results were obtained on the NSL-KDD public dataset.
The software implementation of the approach, as a full-fledged intellectual solution,
will make it possible to more effectively identify destructive effects. The approach
can be applied as an addition to the existing monitoring systems of organizations
related to network traffic processing. The essential advantages of the approach are
its versatility for various technologies and data processing systems, the purpose
of which is the accurate classification of data, and scalability, through the use of
additional algorithms beyond those used in the approach. The purpose of this study
is to increase the accuracy of detecting malicious network traffic by using stacking
machine learning algorithms.

Keywords: information security, machine learning, stacking of algorithms,
network traffic, NSL-KDD
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AnHoranus. Kazipri TaHa akmaparThiK Kayirnci3iik OYpbhIHFBIIAH J1a ©3CKT1 ajl
aKnapar 01311iH (H3UKaJIbIK MYJIKIMI3 CHSAKTHI KBUIMBICKEpIIEpP YIIiH KYHIBI OOJIBITT
keneni. KpIMBICKepAiH MOTHBTEpiHE aKIapaTrThl ypiiay, KapKbUIBIK Taiiza Taoy,
THIHIIBUIBIK HEMECE UBEPCHs Kipyl MyMKiH. ¥ WbIMIap Kayirci3IikTi KaMTaMachl3
eTyre Kapaxar OeJim, (GUIIMHT, 3USHABI OaFiapiaManblK Kacakrama, BHPyCTap,
3USIHIIBI HMHCAWJepiiep OHE TeJleM OarjaapiaMaliapbl CHSIKTBHI [a0ybUIIapibl
aHBIKTayFa,dPEKET eTyTe KIHe alIbIH-aITyFa 1aiibiH 001y bl Kepek. Knbepkayinrep iy
caHbl TE3 OCIN Kelie JKAaTKaHJIbIKTaH, YHBIMAAp OJIapIbIH OapJbIFbiHA JaibIH
Oomna ammaiinel. KeOiHece akmapaTTBIK KayilCi3miKTi KaMTaMachl3 €Ty JKykenepi
madyBUTIAPIBIH JKaHA TYPJIEPiH JKOHE OCAIIBIKTAP/Ibl aHBIKTAY YIIIH KETKITIKCI3,
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COHJIBIKTaH KOJJAHBICTAaFbl KayIiMNCI3AIK JKYyWeNepiH 3UATKEpIIK IIelliMIepMeH
TOJIBIKTBIPY KaxeT. By sKymbIcTa aHCaMOJBIIK KIKTEYy OfiCi — MalllMHAJBIK
OKBITY aJIFOPUTMICPIHIH CTEKUHTIMEH JKENIUTIK TTAKSTTEP/IiH aKIapaTThIK Ti30eKTep
KOPTeXACPIH OHICYTe HETI3ACNITeH ACPEKTEepAi Tapary >KeIUIepiHAeri 3USHIBI
TpadUKTI aHBIKTAy MOCENIECIH eIy TOCUT YCHIHBUIAABL Tociim mepexrepmi
apHaiibl JalbIHOayAbl KaXXeT CTICHIIi, ajblHFaH XEeKe alTOPUTMICPHAIH JKIKTey
KaTenepi MeTakiaccupUKaTop memiMiMeH Tericreneni. JAucTpyKTuBTI acepriepi
AQHBIKTAYIBIH TOJIITT MEH TOJBIKTBIFBI KOPCETKIMTEPIH apTTHIPY MaKCaThIHIA
YCBIHBUIFAH MICMIIM JKEJIUTIK TaKeTTep/iH aKmaparThK Ti30eKTep MoHJIEPiHiH
KOPTEKi TYPiH/E YChIHBLIFAH JCPEKTEP/IIH ©31HIIK 11IKI )KUBIHAPBIH]IA OKBIThLIFaH
TYpJIi aHOMANIMSUIAp YIIIH OHTaWJIaHJBIPBUTFaH ONAp/bIH JKIKTEY alrOpUTMIEPiH
malimananyra MyMKiHmik Oepemi. Naive Bayes, Hoeffding Three, Random Tree,
REP Tree >xone J48 MalnHaNBIK OKBITY KJIaCCH(UKATOPIAPHIH KOJIIAHBIIFaH
SKCIIEPUMEHTTEP/IH cunarTamMacsl oepinreH. baranay kinaccudukaTopiapIsl xKeke
KOJIZIaHy JKOHE COJI Kilaccu(UKaTopiapAbl KIKTey HETi3iHAer! CTeKHHITI KOJIIaHy
ApKBUTBI KYPTi3iami. OkcrepuMeHTTIK HoTmwkenep NSL-KDD skammberra oprak
JepeKTep >KMHAFblH OHJICYy apKbUIBl ajblHFaH. J[UCTPYKTHBTI ocepiepiui THiMIi
aHBIKTayFa MYMKIHIIK OCpeTiH TOJBIKKAHABI WHTEJUICKTYyalAbl HICHIM peTiHIe
TOCUIl OaFraapiamManblK KaMTaMachl3 €Ty KakeT. Tocii ek TpadukTi eHueyre
KaTBICTHl YABIMIIAP/IBIH KOJIAHBICTAaFbl OaKbUIay JKyHelepiHe KOCHIMINA peTiHe
KOJJITAaHBUTYBl MYMKiH. TOCUIIiH MaHBI3bl apTHIKIIBUIBIKTAPE OHBIH QpTYPIIi
TEXHOJIOTHsIIIap MEH JIePEKTEePAl OHIeY JKYHenepi yiliH oMOeOanThIFbI )KOHE TOCIIe
KOJIZIAHBIIFAHHAH THIC KOCHIMIIIA allTOPUTMIEP/Ii KOJIJIaHa OTBIPBINT MAaCIITA0TATybI
OOJIBIT TAOBITATEL. 3EPTTEYMIH MaKCAThI MAITHHAJIBIK OKBITY QJITOPUTMICD CTCKHIHT 1
ApKBLUIBI 3USHJIBI JKEUTIK TPAQHKTI aHBIKTAY JTOJIITIH apTTHIPY OOJBIT TaObLIa kL.

Tyiiin ce3mep: akmapaTThIK KayilCi3liK, MalIMHAIBIK OKBITY, aJrOPHTMAEP
CTEKHHT1, keninik Tpapuk, NSL-KDD
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AnnoTtauus. adopmannonnas 6e301acHOCTb ceiiuac KaKk HUKOT/IA aKTyallbHa,
a uH(popMaLys TeNepb TaK XKe LIEHHa JUI IPECTYTHUKOB, KaK 1 Hallle (PU3NIecKoe
UMYIIecTBO. MOTHBBI 3JI0YMBIIIICHHHKA MOTYT BKIIIOYaTh Kpaxy HH(POPMAIHH,
nojy4yeHue (pUHAHCOBOM BBITOIBI, IIMHOHAXK WiM caborax. OpraHu3anuu JoI-
JKHBI BBIJICTSITH CPENCTBa Ha oOecrieueHne 0e30MacHOCTH W OBITh TOTOBBIMH K
00HapyKEHHIO, PEaripOBaHUIO M YIPEKIAIOIIEMY IPESAOTBPAILCHUIO TAKUX aTak,
Kak (DUILIMHI, BPEAOHOCHOE NPOrpaMMHOE OOeclieueHHue, BUPYChl, BPEIOHOCHBIE
MHCaWIephl U MPOrpaMMbl — BbIMOTATENIM. [10CKOJIbKY KOJIMUECTBO KUOEPYIrpo3
OBICTPO pacTeT, OpraHM3alM HE MOTYT IIOArOTOBHTHCSI KO BCEM U3 HHX.
3avacTyro, MMEIOMINXCSl CHCTeM obecredeHns: MHPOPMAIMOHHOW 0e30macHoCTH
HEOCTATOYHO JJISl BBISBICHUSI HOBBIX BHJOB aTak M ys3BuMocTed. Heobxomumo
JOYKOMILICKTOBBIBaTb CYIIECTBYIOIINE CHCTEMbl O€301IaCHOCTH HOBBIMHU HHTEI-
JIEKTyaJlbHBIMH pelleHUsMHU. B naHHON pabore mpeanaraercs MOAXON K pelie-
HHUIO TIpOOJIEMbI BBISBICHUS! BPEAOHOCHOTO TpaduKa B CETSIX MEepefaud AaHHbIX,
OCHOBaHHBI Ha 00pa0OTKE TONYYEHHBIX KOpTex el HH(OPMAIMOHHBIX IMOCIIe-
JIOBaTEIbHOCTEH CETEBbIX MAKETOB aHCAMONEBBIM METOIOM Kiaccu(uKaluu
— CTEKMHTOM aJTOPUTMOB MammuHHOTO OoOyueHus. Ilogxonm He Tpebyer crme-
OUaIbHOH MOATOTOBKM JaHHBIX W MOJyYEHHbIC OIIMOKM KiIaccHu(UKAMU OT-
JeTbHBIX QJITOPUTMOB CIVIAKUBAIOTCSl perieHueM Meraknaccugukaropa. Ilpex-
JIOKEHHOE peIlleHHe C LIeJbI0 TMOBBIIIEHMs MOoKa3aTeiae TOUYHOCTH U IMOJHOTHI
BBISIBJICHUS] TUCTPYKTUBHBIX BO3ACHCTBUI 1a€T BOBMOXXHOCTb HCIIOJIb30BATh ONTH-
MU3UPOBAHHBIC JUIS PAa3HBIX THUIIOB aHOMAJIHMK CBOM aJITOPUTMBI KJIacCH(UKAIHH,
KOTOpble 00y4eHbl Ha COOCTBEHHBIX MOAMHOXKECTBAX JAHHBIX, MPEACTaBICHHBIX
B BUJIE KOPTEKa 3HAYEHUH HMH(QOPMAIMOHHBIX I10CIIEN0BATEIILHOCTEH CETEBBIX
nakeToB. [ [puBeieHO onrcaHNe IKCTIEPUMEHTAC UCTIONb30BAHUEM KIIaCCU(PHKATOPOB
marmmHHOTO 00yueHust Naive Bayes, Hoeftding Tree, Random Tree, REP Tree u
J48. Onenka npou3BoauiIach ¢ UCIOJIb30BAHHEM KIIaCCU(UKATOPOB B OTACITBHOCTH
U C NPUMEHEHHWEM CTEKMHId, B OCHOBE KOTOPOTO OBUIM MCIOJB30BaHBI TE KE
KIaccu(UKaTopbl. JKCIEPUMEHTAIbHBIE PE3YJIbTaThl MOIYYEHBl Ha IyOIUYHOM
Habope manubix NSL-KDD. Ilporpammuas peanu3zanusi MOAXOda Kak IOJHO-
LICHHOTO MHTEJIEKTYaJIbHOIO PEIIEHHs IO3BOMUT Oosiee 3(P(PEKTUBHO BBIABIATH
JIMCTPYKTHBHBIE Bo3aeicTBU. [1oaxon MoKeT ObITh IPUMEHUM KaK JONOJHEHHE K
CYIIECTBYIOIIMM CHCTEMaM MOHUTOPUHIA OPraHNW3alii, CBI3aHHBIX ¢ 00padOTKOI
cereBoro Tpaduka. CylIecTBEHHBIMH TPEHUMYIIECTBAMU TOAXOJA SIBISETCS €ro
YHHUBEPCAJIbHOCTD ISl PA3IMYHBIX TEXHOJOTMH M CHCTEM OOpaOOTKH JaHHBIX,
LIEJIBIO KOTOPBIX SIBJIAETCS TOYHAS Kiaccu(UKalnus JaHHBIX U MacIITaOUpyeMOCTh
MyTeM MPUMEHEHUS JOMOIHUTENbHBIX aJTOPUTMOB CBEPX UCIONb3YEMBIX B MOJ-
Xoze.

Llesibl0 HaHHOTO HCCIICOBAHUS SIBISETCS IOBBIIEHNE TOYHOCTH BBISBICHUS
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BPEIOHOCHOTO CETEeBOTO Tpaduka, IMyTeM NPUMEHEHUsS CTEKHHIa aJTrOPHUTMOB
MAaIIMHHOTO 00YYCHMSI.

KuaroueBble cjoBa: nH(DOpMaMOHHAS 0€30MIaCHOCTH, MAIIMHHOE OOydeHue,
CTEKHMHT aJITOPUTMOB, ceTeBoi Tpaduk, NSL-KDD

Introduction

The functioning of corporate telecommunications networks (CTS) requires
constant monitoring of the occurrence of all types of failures, collisions associated
with the processing of network traffic. The development of the concept of the
industrial Internet, the Internet of Things makes it necessary to assess the operability,
functional security of individual network devices and the network segments formed
by them. The analysis of the CTS operability is carried out using various monitors
that process internal and external information containing statistical data of network
packets and indicators of their processing. As a result, multidimensional time
series are formed, which can contain many time-varying parameters reflecting the
functioning of the system.

The variety of elements of the Internet of Things, a large number of objects,
protocols of interaction in network traffic, data processing technologies,
heterogeneity of formats, constantly changing architecture, configuration changes
and improvement of attacks cause problems with prompt detection and response to
subsequent information security (IS) incidents. This shows that existing approaches
and methods may not always be effective in conditions of constant changes in CTS.

The task of identifying malicious data refers to the tasks of detecting anomalies
(Cyral, 2022). There are specialized anomaly detection systems (Knapp, 2011),
which allow you to detect unusual behavior or events in network traffic. They can
help network administrators detect and respond to security threats, network errors,
and performance issues. In recent years, there has been a growing interest of the
scientific community in investigating the problem of anomaly detection using
machine learning and deep learning methods (Yuan Gao et al., 2023).

Related works

Here is an overview of scientific studies on key aspects of detecting anomalies
in network traffic.

Types of anomalies. Study (Hayes et al., 2015) offers the division of anomalies
in network traffic into three types: point anomalies, contextual anomalies and
collective anomalies. Point anomalies refer to individual data points that differ
significantly from the rest of the data. Contextual anomalies occur when the
behavior of the system deviates from the expected context or pattern. Collective
anomalies occur when a group of data points deviates from an expected pattern.

Problems with detecting anomalies. Detection of anomalies in network traffic
faces a number of problems, including high dimensionality (Zheng et al., 2022)
and the complexity of network data, the dynamic nature of network traffic (Stephen
Ranshous et al., 2015) and the presence of noisy and incomplete data. In addition, it
is necessary to carefully balance the ratio between false positive and false negative
results in order not to miss real anomalies and minimize false positives.
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Areas of application of anomaly detection. Anomaly detection systems in
network traffic have a wide range of applications, including intrusion detection,
network monitoring and performance analysis. For example, anomaly detection
can be used to detect malicious activity in network traffic, such as DDoS attacks
(Purwanto et al., 2014; Haiping et al., 2022; Purwanto et al., 2015; Chovanec et al,
2023; Lopez et al., 2019) and botnet activity (Zhao et al., 2013; Alaa Obeidat et
al., 2022). It can also be used to detect network performance issues (Wawrowski et
al., 2023; Igor Fosi¢ et al., 2023), such as packet loss and latency, and to identify
optimization opportunities.

Approaches to detecting anomalies in network traffic include statistical methods,
machine learning methods, and rule-based methods.

One of the common approaches to detecting anomalies in network traffic are
statistical methods (Iglesias Vazquez et al., 2014; Liu et al., 2023). This includes
analyzing the statistical properties of network traffic data to detect unusual patterns
or behaviors. For example, an anomaly can be detected if the volume of traffic or
the frequency of certain types of traffic deviates significantly from the expected
levels. An example of a statistical method for detecting anomalies is the use of
moving averages (Zhang et al., 2020; Zhou Zeng-Guang et al., 2016) or exponential
smoothing (Tang et al., 2022) to identify trends and anomalies in network traffic
data.

Machine learning methods (Eduardo Weber Wichter et al., 2022; Nassif Ali
et al., 2021; Thudumu et al., 2020). They can also be used to detect anomalies
in network traffic. These methods include training the model on a large set of
network traffic data and using the model to identify unusual patterns or behaviors
in new data. For example, clustering methods can determine the current state of [oT
devices (Sukhoparov et al., 2020). Also, an example of a machine learning method
for detecting anomalies is the use of neural networks (Benjamin Staar et al., 2019;
AlDahoul et al., 2021), who are able to study complex patterns and relationships
in data.

Rule-based methods (Elfaki Abdelrahman, 2014; Duffield et al., 2009), They
can also be used to detect anomalies in network traffic. These methods include
defining a set of rules or thresholds that trigger an alert when certain conditions
are met. For example, a rule can be defined to trigger an alert if the number of
failed login attempts exceeds a certain threshold within a specified time period.
An example of a rule-based anomaly detection method is the use of Snort (Szmit
Maciej et al., 2007). An open source intrusion detection system that uses a set of
predefined rules to detect various types of network threats.

In conclusion, it should be noted that each conducted study can make a
significant contribution to the implementation of anomaly detection systems,
which are an important tool for network administrators and security specialists.
They help detect unusual behavior and events in network traffic, identify security
threats and network performance issues. With the advent of machine learning and
deep learning methods, the accuracy and efficiency of anomaly detection systems
continue to increase.
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Proposed solution

This work involves the use of a stacking algorithm to identify abnormal,
potentially malicious data in network traffic.

The operation of the algorithm can be represented as follows (Figure 1).

Machine learning Machine Learning
— Subset 1 - i
algorithm 1 Classifier 1 Testing data
— Subset 2 Mach\nel learning MachmelLlearnlng
algorithm 2 Classifier 2 Metaclassiier
Training data
Stratified sampling with
replacement
Subset n Mach\ne. learning Machme.L.earnlng
algorithm n Classifier n
v

Predicted result

Fig. 1. Stacking operation scheme

There are -distinct subsets of the training dataset, which are created using a
stratified sample with substitution, where the relative proportion of different
classes is preserved in all subsets (Sikora Riyaz et al., 2014). Each subset of the
training set is used to determine the performance of classifiers in the training set.
A metaclassifier in the form of a relative weight for each classifier is created by
assigning a weight proportional to its performance to the classifier.

When evaluating an instance from a test set, each algorithm outputs a class
distribution vector for this instance, which gives the probability that this particular
instance belongs to this class. We can represent the vector of class distribution over
c classes for the j-th classifier by the I x ¢ vector as follows:

where
’ OSSijﬁlvlﬁiSC

Zé‘i}‘:l
i

The class distribution vectors for n classifiers can then be represented by an
n x ¢ matrix as follows:

A=A Ay AT 2

The metaclassifier creates a weight distribution vector that gives relative weight
to various advertisements. The vector of weight distribution over n classifiers is
represented as follows:
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0 =[6,0; .. 6,] (3)
where,

0<s<1
7
Given a class distribution matrix and a weight distribution vector, the

metaclassicator evaluates each instance of the test set using the following class
distribution / x ¢ vector:

N=0.4=1[85). 6] (4)
e,
5l = Zejsﬁ
j

At the same time, as mentioned above, the stacking algorithm assumes that
the weight distribution vector of the metaclassifier @ it is created by assigning a
weight to the classifier proportional to its performance.

Evaluation of the proposed solution and results

The experimental evaluation of the proposed solution was carried out using
the publicly distributed NSL-KDD dataset (Bhupendra Ingre et al., 2015), which
contains 125973 entries for training and 22544 entries for testing.

The description of the features of the NSL-KDD set is presented in Table 1.

Table 1. Description of the features of the NSL-KDD dataset

Ne | Feature Description

1 | Duration Duration of connection time

2 | Protocol type Protocol used for connection

3 | Service Destination network service used

4 |Flag Connection Status - Normal or Error

5 | Src_bytes The number of bytes of data transferred from the source to the
destination in a single connection

6 |Dst bytes The number of bytes of data transferred from the destination to
the source in a single connection

7 |Land if the source and destination IP addresses and port numbers are
equal, then this variable takes the value 1, another 0

8 | Wrong_fragment The total number of incorrect fragments in this connection

9 | Urgent The number of urgent packets in this connection. Urgent
packets are packets with the urgency bit activated.

10 | Hot The number of "burning" indicators in the content, such as:
entering the system directory, creating programs and executing
programs

11 | Num_failed_logins Number of failed login attempts

12 | Logged in Login status: 1 on successful login; 0 otherwise

13 | Num_compromised Number of "compromise" conditions

14 | Root_shell 1 if the root shell is obtained; 0 otherwise

15 | Su_attempted 1 if the "su root" command was tried or used; 0 otherwise
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16 | Num_root The number of "root" accesses or the number of operations
performed as root in the connection

17 | Num_file creations The number of operations to create a file when connecting

18 | Num_shells Number of shell hints

19 | Num_access_files Number of operations with access control files

20

Num_outbound cmds

Numbering of outgoing commands in an ftp session

21

Is_hot login

1 if the login belongs to the "hot" list, i.e. root or administrator;
otherwise 0

22

Is_guest login

1 if login is "guest"; 0 otherwise

23 | Count The number of connections to the same destination node as the
current connection in the last two seconds.

24 | Srv_count The number of connections to the same service (port number)
as the current connection in the last two seconds.

25 | Serror_rate Percentage of connections that activated the flag (4) s0, s1, s2
or s3 among the connections combined in count (23)

26 | Srv_serror_rate Percentage of connections that activated the flag (4) s0, s1, s2

or s3 among the connections combined in srv_count (24)

27 | Rerror rate Percentage of connections that activated the REJ flag (4)
among the connections combined in count (23)
28 | Srv_rerror_rate Percentage of connections that activated the REJ flag (4)

among connections combined in srv_count (24)

29

Same srv_rate

Percentage of connections to the same service, among the
connections combined in the account (23)

30

Diff srv_rate

Percentage of connections to various services, among the
connections combined in the column (23)

31

Srv_diff host rate

Percentage of connections that were to different destination
machines among the connections combined in srv_count (24)

32

Dst_host count

The number of connections having the same destination host
IP address

33

Dst_host_srv_count

The number of connections having the same port number

34

Dst _host same srv_rate

Percentage of connections to the same service, among
connections combined in dst_host count (32)

35

Dst host_diff srv_rate

Percentage of connections to various services, among
connections combined in dst_host_count (32)

36

Dst_host_same src_port rate

Percentage of connections that were to the same source port
among the connections combined in dst_host srv_count (33)

37

Dst_host srv_diff host rate

Percentage of connections that were to different destination
machines among the connections combined in dst_host srv_
count (33)

38

Dst_host_serror_rate

Percentage of connections that activated the flag (4) s0, s1, s2
or s3 among the connections combined in dst_host count (32)

39

Dst_host_srv_serror_rate

Percentage of connections that activated the flag (4) s0, s1, s2
or s3 among the connections combined in dst_host_srv_count
(33

40

Dst _host rerror rate

Percentage of connections that activated the (4) REJ flag
among the connections combined in dst_host count (32)

41

Dst_host_srv_rerror_rate

Percentage of connections that activated the REJ flag (4)
among the connections combined in dst_host _srv_count (33)

42

Class

Class of data
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Training is performed based on KDDTrain data, which contains 22 types of
attacks, and testing is performed on KDDTest data, which contains an additional 17
types of attacks. These attacks are divided into four classes of attacks:

Denial of Service (DoS) - malicious attempt to block system or network
resources and services.

Probe — this attack collects information about potential vulnerabilities of the
target system, which can later be used to launch attacks on these systems.

Remote to Local (R2L) — Unauthorized ability to send data packets to a remote
system over the network and gain access either as a user or as root to perform their
unauthorized actions.

User to Root (U2R) — In this case, attackers gain access to the system as a
normal user and hack vulnerabilities to gain administrative privileges.

In addition to attacks, for classification purposes, the set also contains normal
data that does not contain malicious components. The number of NSL-KDD set
entries distributed by classes is shown in the Table 2.

Table 2. Number of NSL-KDD set entries distributed by category

Testing dataset Training dataset
Class Number of entries Class Number of entries
Normal 67343 Normal 9711
DOS 45927 DOS 7458
Probe 11656 Probe 2421
R2L 995 R2L 2754
U2R 52 U2R 200
Total 125973 Total 22544

The freely distributed Weka application for data processing and machine learning
was used for the experiment. This application is written in Java at the University
of Waikato (New Zealand), distributed under the GNU GPL license (Wikipedia,
2021).

The first part of the experiment involved the use of classifiers separately. Naive
Bayes (NB), Hoeffding Tree (HT), Random Tree (RT), REP Tree (REP) and J48
were selected from the classifiers.

The classifiers were evaluated using the ROC error curve, which displays the
ratio between correctly classified records and incorrectly classified ones, Figure 2.
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Fig. 2. ROC curves: a) NB, b) HT, c¢) RT, d) REP, ¢) J48

The obtained results of data classification using ML algorithms are presented in

the Table 3.
Table 3. Classification results

Parameter\Classifier NB HT RT REP J48
Accuracy, % 76,1 77,1 81,3 81,5 81,5
Precision, % 80,9 81,2 83,7 83,5 85,8
Recall, % 76,1 77,2 81,4 81,5 81,5
F-measures, % 75,9 77,1 81,4 81,6 81,5
ROC 91,7 90,7 82,7 82,2 84,0
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The best results on the ROC curve were shown by the NB classifier (81,5 %).

In the second part of the experiment, the stacking of ML algorithms (ST) was
implemented using the same classifiers - Naive Bayes (NB), Hoeffding Tree (HT),
Random Tree (RT), REP Tree (REP) and J48. The metaclassifier for stacking was
chosen — Logistic Regression.

The assessment of the use of stacking was carried out according to the ROC
curve, Figure 3.
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Fig. 3. Indicators of the ROC curve when using stacking

The results of classifiers individually and with the use of stacking are shown in
the Table 4.

Table 4. Comparative classification results

Parameter\Classifier NB HT RT REP J48 ST
Accuracy, % 76,1 77,1 81,3 81,5 81,5 82,2
Precision, % 80,9 81,2 83,7 83,5 85,8 86,2
Recall, % 76,1 77,2 81,4 81,5 81,5 82,3
F-measures, % 75,9 77,1 81,4 81,6 81,5 82,2
ROC 91,7 90,7 82,7 82,2 84,0 92,2

A comparative histogram using classifiers separately and using stacking is

shown in Figure 4.
90
88
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RT REP J48 Stacking
CLASSIFIERS
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Fig. 4. Comparative histogram with using stacking

The stacking results are superior to the result of the best single classifier.
Therefore, it can be argued about the effectiveness of the use of stacking algorithms
more than the use of algorithms separately.
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Conclusion

This article proposes an approach to the identification of malicious traffic based
on the use of an ensemble method of machine learning — stacking. The approach
is based on the use of individual ML classifiers as the basic ones, and on their
basis the training of the metaclassifier, in our case, logistic regression is used for
subsequent data classification.

The application of the proposed solution based on stacking makes it possible
to improve classification accuracy indicators rather than using separate classifiers.

The advantage of using stacking is versatility for various data processing
systems and scalability, through the use of additional algorithms beyond those used
in the approach.

The disadvantage of the proposed approach is sensitivity to data quality, as one
of the main requirements for data classification by MO methods, as well as the need
for additional computing resources when the model becomes more complex.
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