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Abstract. This study delves into the multifaceted problem of cyberbullying
among children and adolescents, focusing on developing an adapted framework
to address this pervasive problem in the context of Kazakh social media. Based
on a comprehensive analysis of international research, including contributions
from the United States, England, and European countries, the paper integrates
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A central aspect of this study is the exploration of technical methodologies
to combat cyberbullying. In particular, it examines the creation of a parser and
systematic collection of data to train machine and deep learning algorithms capable
of identifying and mitigating offensive or derogatory language in real time. These
technologies promise to improve proactive moderation of online platforms and
protect vulnerable users. Aimed at both novice and seasoned data scientists, this
study highlights the need for further study into the practical implementation of
deep learning algorithms. As part of the larger ongoing project, future work will
refine these approaches, with subsequent publications looking in more detail at the
deployment and optimization of advanced algorithmic models.

Keywords: classification, machine learning, deep learning, social media, social
networks
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AHHoTanus. byn 3eprrey Ka3akCTaHIbIK QI€yMETTIK Mena KOHTEKCTIHIAEC KeH
TapayraH MpoOJeMaHbl IIenry YIIiH OeHiMAeNnTeH KYPBUIBIMIBI 93ipieyre Hazap
ayJapa OTBIPBII, Oajanap MEH KacecHipiM/aep apachbiHIarbsl KHOepOYITHHTTIH KTl
KBIPIIBI TIpoOnemMachid 3eprreini. Amepuka Kypama llltartapbiabiH, AHIITUSHBIH
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xoHe Eypona enjiepiHiH yiecTepil Koca alFan/a, XaabIKapaiblK 3epTTeyIep/Ii JKaH-
JKaKThI Tal/iay HETI31HAe KYMBIC Talliay, CHHTE3, SMITHPHKAIBIK CAJIBICTBIPY YKOHE
AKCIIEPUMEHT CHUSKTHI TEOPHSIIBIK oiicHaManapiabl Oipikripeni. KazakctaHHBIH
Oipereit MoICHH skoHE MU PIBIK JTaHAMIAPTHIHIAFBI KOPBITBIHBLTAP/IBI KOHTEKCTKE
KeJITipy apKbhUThI Makaia jkahaHIIBIK TYCIHIKTEp MEH KepTuTikTi KoiganOamap
apachIH/IAFbl AJIIAKTHIKTHI )KOIOFa ThIPHICAJIBI.

By 3eprreyniH opTanbik acleKTici KuOepOy/UIMHTTICH KYPECYIiH TEXHUKAIBIK
oficTeMesiepiH 3epTTey OOJbI TaObLIaabl. ATam aWTKaHAa, O HAKThl YaKbIT
PeXKHUMIHJE KOPJIANTHIH HEMece KeMCITETiH Ti/li aHbIKTayFa KOHE JKEHUIIETyTe
KaOiJeTTi MaIlMHANBIK >KOHE TEPEeH OKBITY alTrOpUTMJEpIH YHpeTy YIIiH
TaJAyIIbIHBl KYPYAbl JKOHE JEPeKTepii JKyHem >KuHaymel 3epTreiimi. byn
TEXHOJIOTHSIIAP OHJIAH MIaThopManap/IsIH OeICeH i MOACPAUACHIH JKaKCapTyFa
JKOHE Ocall MaiIananynbuIap/ bl KOpFayFa bIKIal eTeli.

JKananmaH kenreH rampiMaapra aa, TOKIpUOei MaMaHIapFa Ja OarbITTaIFaH Oyl
3epTTEy TEPEH OKBITY alTOPUTMCPIH MPAKTHKAIBIK €HTi3y OOMbIHIIA opi Kapal
3epTTey KXKETTUTriH Kepcereli. AFbIMIAFbl YIKEH >XOOaHBIH Oeiri peTiHme
Oomamax >KYMBIC OCHI TOCUIEpJi HAKTBUIAWIBI, al KeWiHTl jKapusiIaHbIMIap
KEHEUTIUITeH alNrOpUTM/IIK YIATUIEP/i KOJIaHy KoHEe OHTAWIaHIbIpy MaceNeepin
TOJIBIFBIPAK KapacThIPaJIbI.

Tyiiin ce3mep: knaccudUKaIisl, MAITUHATIBIK OKBITY, TEPEH OKBITY, JICYMETTIK
Me/IHna, dJIEYMETTIK JKemiep
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AHHOTanus. DTO HCCIEJOBaHHE pacCMaTpUBAeT MHOTOTPaHHYIO MpolieMy
KnOepOyJUTHHTa CpeAn JeTed W MOJAPOCTKOB, COCPENOTaYMBasCh Ha pa3paboTKe
aJaTHPOBAHHOM CTPYKTYpBl JISi pELICHHs] STOH IMOBCEMECTHOH MPOOIeMbI
B KOHTEKCTE Ka3aXCKHUX COIMaJbHBIX ceTeld. OCHOBBIBASICH Ha BCECTOPOHHEM
aHaJIM3e MEKAYHAPOAHBIX UCcCIeJOBaHMM, BKITtouas BkiIaa CoenunenHbix lTaTos,
AHDIINY ¥ €BPOIEHCKHUX CTpaH, padoTa HHTETPUPYET TEOPETUIECKUE METOO0IOTHH,
Takye Kak aHajii3, CUHTE3, SMIHPHUECKOE CPAaBHEHHE M DKCIICPUMEHTHPOBAaHUE.
KonTekcryanusupyst pe3yabraTbl B YHUKAIBHOM KYJIBTYpHOM H IH(POBOM
nanmmagpte KaszaxcraHa, craTbsg CTPEMHUTCS TPEOAONETh Pa3pblB  MEKIY
100aJbHBIMUA MHCAHTaMU M MECTHBIMH TPUIIOKEHUSIMHU.

LleHTpanbHBIM  aclEeKTOM JaHHOTO HCCICAOBAaHHSA SIBIISIETCS —H3yuYCHHE
TEXHUYECKUX METOAONOruid OoprObl ¢  KkuOepOymmmHroM. B wactHOCTH,
paccMarpuBaeTCsl CO3JaHME Tapcepa W CHCTEMAaTHYECKUH cOOp AaHHBIX IS
00y4eHHsI aITOPUTMOB MAIlTMHHOTO M TITyOOKOT0 00yUeHHs, CIIOCOOHBIX B pealbHOM
BPEMEHH BBISIBIISIT M CMSITYaTh OCKOPOUTENbHBIN MITH YHUUMKUTEIBHBIH S3bIK. DTH
TEXHOJIOTHH 00CUIAI0T YIyUYIIUTh MPOAKTHBHYIO MOJEPAIHIO OHJIAHH-TIIaThOpM 1
3alIUTUTH YSI3BUMBIX ITOJIb30BaTEIICH.

HanenuBasick kak Ha HAUMHAIOLIMX CIIEUATUCTOB IO 00pabOTKe JaHHBIX, TaK U
Ha ONBITHBIX MPO(EeCcCHOHANOB, 3TO HCCICAOBAHNE TTOTYEPKUBACT HEOOXOAUMOCTh
JanbHEHWIIero M3y4YeHUs] MPaKTHUECKOH pealu3alud alrOpUTMOB TITyOOKOTO
oOyueHus. B paMkax Oonee KpymHOTo TEKyIIero nmpoekTa Oyaymas padorta Oyaer
YTOYHSATH 3THU MOAXOIBI, a MOCNeAyIomue myonukanuu OyayT Oojee moapoOHO
paccMarpuBaTh Pa3BepPThIBAHUE U ONITUMH3ALINIO POABUHYTHIX AITOPUTMHUYECKUX
MOJEIIEH.

KiroueBblie ci1oBa: kiaccuukanys, MallnHHOE 00y4yeHue, Iy0okoe o0yueHue,
COLIMANIbHBIC ME/INA, COLMAIbHBIC CETH.

Introduction. Cyberbullying has become a growing social problem, especially
during the pandemic, as traditional forms of mental and physical abuse have
expanded to virtual environments. Although this form of aggression may initially
seem harmless, it has significant differences compared to traditional bullying. The
unique capabilities of the Internet — such as anonymity, the potential for a wide
audience, 24/7 accessibility, and the ability to fake identities — have increased the
impact and complexity of cyberbullying (Van,et al, 2018).

In 2017, a study conducted by the Russian Association of Electronic
Communications (RAEC) identified cyberbullying as a pressing issue. This study
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included structured surveys and independent analyses, although its results were
partially disclosed to the public. The study involved 2,500 people aged 12 to 17 and
19 to 23, using targeted questions to examine the prevalence and characteristics of
cyberbullying in these age groups. With the growing mental health risks of young
people, the issue of online abuse is becoming increasingly important. Mental
health, according to one concept, reflects “an individual’s harmonious alignment
with oneself and the environment, including other people, nature, and space.”
(Valle-Cano, et al, 2023).

Despite many surveys and analyses conducted on the topic, the development of
methods to effectively detect or identify cyberbullying remains under-researched.
For example, recent studies have begun to analyze specific text data from media
platforms to identify patterns of online abuse (Van, et al, 2018). This shift is an
important step toward automating the detection of cyberbullying, but significant
challenges remain.

The prevalence of online bullying has increased alarmingly over the past two
decades. Among US Internet users aged 10 to 17, instances of online bullying
increased from 6% in 2000 to 9% in 2005, and then to 11% in 2010 ( Khan, et al,
2022). These findings, from studies conducted by Finkelhor, Jones, and Mitchell
(2013), highlight a clear trend of increasing online bullying. Similar trends have
been noted in studies focusing on older adults, where 10% of respondents reported
experiencing online bullying at least monthly. Interestingly, when researchers
looked more deeply into hateful or harmful online content, these rates tended to be
even higher, suggesting that cyberbullying is often underestimated in superficial
surveys.

The findings are supported by a US review article, “The Changing Landscape
of Peer Aggression: A Review of the Cyberbullying and Intervention Literature,”
which provides a comprehensive overview of the evolution of cyberbullying and the
decline of traditional forms of bullying. While this study offers valuable insights,
it relied solely on manual methods of data collection and analysis. Specifically,
the researchers collected data through survey responses, manually organized and
analyzed the information, and then grouped the results accordingly. This approach,
while effective for descriptive research, highlights the lack of automated systems
or software solutions to facilitate the detection and analysis of cyberbullying
content. To address these gaps, recent research has begun to focus on technological
interventions, such as the use of machine learning and natural language processing
to detect offensive content in real time. These tools can potentially provide scalable
solutions for monitoring and mitigating cyberbullying on digital platforms. However,
the application of such tools is still in its infancy, requiring significant refinement
and testing to account for the nuances of language, context, and cultural sensitivity
(Kumari, etal, 2020). The cyberbullying is a complex and rapidly evolving problem,
exacerbated by the unique characteristics of digital environments. While traditional
survey research has provided basic insights, there is a pressing need for automated
and scalable solutions to effectively combat online aggression. Future research
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should prioritize the integration of advanced computational methods to identify,
analyze, and mitigate cyberbullying, with an emphasis on protecting vulnerable
populations and promoting mental well-being in the digital age (Elzayady, et al,
2023).

Materials and methodology

In general, all of these works shared the same central idea, but different
technologies were employed according to the goal that was more precisely defined.
In addition to using machine and deep learning algorithms, some areas of the world
involved more work with people, such as polling and pattern recognition. Databases
play a critical role in studies where machine learning algorithms are mainly applied,
and this is where the research methodology is usually divided into two main stages.
In the first stage, datasets are often taken from public resources such as social media
platforms, open access databases, or pre-existing repositories. The second stage
involves the creation of customized data collection tools specifically designed to
achieve the research goals. These tools are often accompanied by manual data
labeling and cleaning to prepare them for further analysis. Once cleaned, the
data is processed and experiments are conducted with various machine learning
algorithms to detect and classify patterns such as cyberbullying. Unlike traditional
approaches, our study stands out because it not only models harassment “attacks”
but also examines the broader context of cyberbullying, including the more subtle
interactions between perpetrators, victims, and witnesses. This broader approach
is especially important because interactions between these three groups often
signal that cyberbullying is occurring or escalating. Thus, rather than focusing
on individual instances of harmful behavior, this study aims to identify the full
spectrum of cyberbullying indicators, which may be critical to identifying ongoing
harassment (Ghozali, et al, 2023). Despite the progress made, a fully automated
system for real-time cyberbullying detection does not yet exist, and current systems
still require human intervention to check when potential indicators of cyberbullying
emerge. One of the challenges faced by previous studies is the uneven distribution of
data, where only 4-7% of detected cases were labeled as positive for cyberbullying,
and the majority of data was neutral or irrelevant (Jin-Liang, et al, 2018).

In contrast, (Agrawal, et al, 2018) conducted a study using Twitter, where they
applied a binary classification approach to detect cyberbullying. They created a
system capable of extracting the semantic meaning of words in tweets, using these
word-level features along with additional text features such as sentiment analysis
and vocabulary usage to differentiate between positive and negative sentiment. Their
approach included both a binary classification model to determine the presence or
absence of cyberbullying and a multi-class classification model to categorize the
severity of the behavior as low, medium, or high. The methodology used in this
study highlights the potential for more nuanced and scalable approaches to detecting
cyberbullying on online platforms. However, challenges such as imbalances in
datasets and the need for manual validation remain, requiring further improvements
in algorithmic accuracy and data quality (Rezvan, et al, 2018).
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The Random Forest classifier, combined with SMOTE, demonstrated excellent
results with a kappa coefficient of 0.711, an overall accuracy of 91.153%, and an
f-score of 0.898, achieving the highest overall classifier performance. In the binary
classification setting, it performed even better with an AUC of 0.971 and an f-score
of 0.929, confirming its effectiveness. The significance of the proposed features
was highlighted through a comparative analysis with standard features in both
multi-class and binary classification problems. The study highlights the need to
explore a dataset that includes a balanced distribution of neutral and cyberbullying
posts to enhance understanding and further improve the classification framework
(Talpur, et al, 2020).

Table 1. Analysis of compared articles

Corpus s .
Refe- Algorithms Used  Metrics Size Application Year Notable .
rence Area Observations
(words)
Binary E;Zz(i)sri%n Sentiment Demonstrated high
[1] classification, ’ 85,462 . 2019 AUC for detecting
. . Recall, AUC, Analysis . .
Linear Regression sentiment polarity.
MSE
. Random Forest
Naive Bayes, F-score outperformed
(3] KNN.Decision o cion, 24,189 Syberbullying o0 ers with the
Trees, Random Recall, AUC Detection highest F-score and
Forest, SVM : Bliost =
precision.
LOgISUC. Accuracy, LGBM Classifier
Regression, SGD Recall Fake News achieved the highest
[14]  Classifier, Random - 37,373 ) 2021 '8
Precision, F1 Detection F1 score for binary
Forest, SVM, Score classification tasks
LGBM Classifier )
LDA, SVM, Deep Learning
Linear Regression, Accuracy, Tobic models were more
[12] Multiple Recall, 15,874 M(E) delin 2020 robust for complex
Classification, Precision & datasets compared to
Deep Learning traditional classifiers.
Clustering, Cluste.:rmg p.roylded
Classification Accuracy, Spam meaningful insights
[6] . . L Recall, 5,000 pam 2017 into unlabeled data,
Dimensionality .. Detection - . .
. Precision aiding classification
Reduction
tasks.
LDA, Random Combmed'
Accuracy, classifiers improved
Forest, KNN,
. . Recall, Text performance; MSA
[17] Classification, . 17,546 . 2022 o
and Multinle Precision, Categorization and MAE highlighted
. MSA, MAE model efficiency for
Classification

specific categories.

The methodologies employed in these studies demonstrate a consistent approach
that emphasizes systematic data collection and preprocessing. Figure 1 illustrates
the process of extracting information from a rich media landscape, highlighting
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two primary scraping methods: API-based and custom system designs. API-based
scraping requires token authentication, allowing for seamless and efficient access
to structured data. In contrast, custom scraping leverages user agents to extract
data from web resources, allowing for greater flexibility in analyzing system
architecture. The choice between these methods depends on the requirements of
the task—API integration offers speed and convenience, while custom scraping
supports more complex, customized data collection needs ( Masadeh, et al, 2022).
This dual approach provides adaptability by enabling complex data preprocessing,
which is critical for robustly training machine learning models and optimizing
system design.

SQL network Interface

Protocol layer

Plane cache

Data cache

Buffer Pool

Fig. 1. Data processing scheme for web resources

Kaggle.com is an indispensable platform for newcomers to the data science
community, offering an accessible entry point to learn and develop skills in the
field. Users can upload their datasets and participate in competitions that require
building predictive models, providing a great opportunity to work with real data.
Although a wide range of datasets are available for free, the lack of an appropriate
dataset for our specific research topic remains a challenge for this study (Sultan, et
al, 2021).

Machine learning uses a variety of algorithms for classification and prediction
problems. Logistic regression, a fundamental statistical model, is widely used for
binary classification problems. It works by modeling the probability of a binary
outcome as a function of one or more predictor variables, often using a logistic
(sigmoid) function to produce output values between 0 and 1. Logit regression, a
variant of logistic regression, focuses on analyzing the limits or boundaries of a
classification model, providing valuable insights into how the predictor variables
influence the outcome.
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Introduced in 1951 by Evelyn Fix and Joseph Hodges, K-Nearest Neighbors
(KNN) is a nonparametric machine learning method used primarily for classification
problems, although it can also be applied to regression. KNN classifies a data point
based on the majority of its nearest neighbors in the feature space. The method
makes no assumptions about the distribution of the data, making it very flexible
and effective for a wide range of problems. However, its performance can degrade
when dealing with high-dimensional data due to the “curse of dimensionality”(
Comito, et al, 2019).

Linear regression, another basic machine learning technique, models the
relationship between a scalar dependent variable and one or more independent
variables. Simple linear regression involves a single independent variable, while
multiple linear regression can handle multiple predictors. This technique is widely
used in economics, health care, and social sciences to understand the influence of
various factors on an outcome. Its versatility in predicting continuous outcomes
makes it a key tool in predictive analytics.

These algorithms, although varying in complexity, are critical to building
accurate models in a variety of fields, such as finance, health care, and social media
analytics. The SVM (Supper Vector Machine) is a controlled learning model that
analyzes data for order and relapse investigation. In addition to conducting direct
grouping, SVMs can effectively use a technique known as the part stunt to play
out a nonstraight characterisation, verifiably planning their contributions to high-
dimensional element spaces.

Random Forests are a group learning technique for characterization, relapse,
and various assignments that produce the class that is the method of the classes
(order) or mean/normal forecast (relapse) of the individual trees by developing a
large number of decision trees at preparation time. Choice trees have a tendency
to overfit their preparation set in irregular choice woodlands. Although irregular
woodlands typically encircle preferred trees, their accuracy is inferior to that of
angled-helped trees. In every situation, the presentation of the information can be
affected by its properties.

Make comparisons between the algorithms.

The analysis and presentation of the authors’ findings on this topic was all fairly
strong. Most often used metrics to assess the algorithms were:

pr= 2 (1)

TP+FP

Precision (Pr): Precision is the ratio of true positives (TP) to the total number
of predicted positives, which includes both true positives (TP) and false positives
(FP). This reflects how many of the objects that the model classified as positive
are actually positive. Precision is important in scenarios where false positives are
costly or undesirable.
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TP (2)
TP+FN

Recall (or Sensitivity): Recall is the ratio of true positives (TP) to the total number
of true positives, which includes both true positives (TP) and false negatives (FN).
It measures the ability of the model to correctly identify all relevant cases in the
dataset. Recall is especially important in contexts where false negatives are more
critical, such as in medical diagnostics.

recall =

2 precisionxrecall

F1 =

precision+recall (3)

F1I Score: The F1 score is the harmonic mean of precision and recall, providing
a balanced measure between the two. It is particularly useful when there is a need
to balance precision and recall, and is often used when the class distribution is
unbalanced.

accuracy = TPATN “4)
Y = TP+FN+TN+FP

Accuracy: Accuracy is the ratio of correctly predicted cases (both true positives
and true negatives) to the total number of cases in the dataset. While accuracy is
easy to understand, it can be misleading in imbalanced datasets where the number
of negative examples greatly outnumbers the positive ones (Landau, et al, 2022).

These metrics are critical to understanding how well a classification
model performs in various aspects, such as identifying true positives, avoiding false
positives, and minimizing false negatives. Depending on the context, you may want
to prioritize precision, recall, or F1-score over accuracy.

When determining whether the model operates in a relevant manner, those four
marks are the most frequently used.

Results and discussion

There are several related research studies on this subject, one of which is
mentioned in the introduction. This piece focuses on a few key areas of recent
writing on cyberbullying among young people nowadays. We specifically need a
better understanding of which young people are most likely to be threats, victims,
or observers online, as well as the circumstances that will lead young people to
speak out against cyberbullying behavior. The characteristics of current anti-
cyberbullying initiatives being used in American schools and the gathering of
young people for these activities should be noted as an important component of our
investigation. This information will make it easier to decide which mediations need
to be strengthened and expanded and which need to be replaced.

Utilizing artificial intelligence to find hate speech in text. The results of applying
multiple machine learning techniques to classify hate speech using different feature
combinations are compared in this section. The following strategies are among the
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most widely used in modern research for building and training classifiers: Picture of
decision tree, random forest, naive Bayes, logistic regression, k-nearest neighbors,
and support vector machine
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Fig. 2. Comparison of results of classification algorithms

The study synthesizes key findings related to the conceptualization of
cyberbullying, making comparisons with traditional bullying, highlighting their
common features and varying degrees of severity. Different types of cyberbullying
are explored, profiling the characteristics of both cyberbullies and their victims.
The impact of cyberbullying on the psychosocial development of young people
is also considered, taking into account the factors of age and sexual orientation.
In addition, the study delves into the underlying causes of cyberbullying and
describes intervention strategies at the individual, organizational and societal
levels. Recommendations for young people, parents, educators and schools are
presented to effectively address and mitigate the problem from a holistic well-being
perspective.

Conclusion. Based on the findings of previous studies, we decided to automate
the process of detecting cyberbullying in text data. Our first step was to investigate
whether similar studies had been conducted in Kazakhstan or in the former Soviet
Union. Although we found some conceptually related works, none of them fully
met our specific requirements for the project. This led us to the conclusion that we
needed to develop our own autonomous system capable of automatically detecting
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cases of cyberbullying and implementing preventive measures. Given the lack of
existing tools that could meet our needs, we decided to take on this task ourselves,
focusing on creating a customized solution to fill this gap. This approach allowed us
to tailor the system to the unique needs of our study and the specific characteristics
of the Kazakh digital environment.
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