ISSN 2518-1726 (Online),
ISSN 1991-346X (Print)

«KA3BAKCTAH PECITYBJIHKACBHI
YJITTBIK FbL/IBIM
AKAJIEMMSACBI» PKB

«KA3AKCTAH PECITYBJIMKACHI
YJITTBIK FBIJIbIM AKAJJEMUACHID» PKb

XABAPJIAPDI
U3BECTUSI NEWS

POO «HAIIMOHAJIBHOM OF THE NATIONAL ACADEMY
AKAJIEMHHN HAVK PECITYBJIMKU || OF SCIENCES OF THE REPUBLIC
KA3AXCTAH» OF KAZAKHSTAN

SERIES OF PHYSICS AND MATHEMATICS

1 (353)
JANUARY - MARCH 2025

PUBLISHED SINCE JANUARY 1963
PUBLISHED 4 TIMES A YEAR

ALMATY, NAS RK



BAC PEJAKTOP:

MYTAHOB FanbiMkaiiblp MyTaHyJIbl, TEXHHKA FBUIBIMIAPBIHBIH JOKTOPBI, ipodeccop, KP ¥FA akanemuri,
KP FXXBM FK «AKnaparThIK jKoHE €CeNTey TeXHOJIOTHsIaphl HHCTUTYTh» 0ac AUPEKTOPBIHBIH M.a. (AJIMAaTh,
Kasakcran), https://www.scopus.com/authid/detail.uri?authorld=6506682964, https://www.webofscience.com/
wos/author/record/1423665

PEJAKIUS AJTKACDI:
KAJIUMOJIJAEB Makcar Hypoainyisl, (6ac penakropabiH opbiHOacapsl), Gpu3nka-MaTeMaTHka FhlIbIMIa-
PBIHBIH 10KTOPBI, Tpodeccop, KP ¥FA axanemuri, KP F)JKbM FK «AKnaparThik soHe ecenTey TeXHONOTHsIaphl
HHCTUTYTBI» 0ac TUPEKTOPBIHBIH KeHECIIici, 3epTxana MeHrepymici (Anmarsl, Kasakcran), https://www.scopus.
com/authid/detail.uri?authorld=56153126500, https://www.webofscience.com/wos/author/record/2428551
MAMBIPBAEB Opken Kymaskanyibl (FajbIM XaTlibl), AKIApaTThIK JKYHelaep calachblHIAarbl TEXHHUKA
routbiMaapbinbie, (PhD) soxropel, KP FJKBM FK «AKnapartbix skoHe eCentey TeXHOIOTHsIApbl HHCTUTYThD
JIMPEKTOPLIHBIH FBUIBIM JKOHIHJET1 opbeiHOacapsl (AnMarsl, Kaszakcran), https://www.scopus.com/authid/detail.
uri?authorld=55967630400, https://www.webofscience.com/wos/author/record/1774027
BAUT'YHYEKOB )K¥Ma11m Kanabaiiy1bl, TEXHUKA FBUIBIMIAPBIHBIH JOKTOPHI, mpodeccop, KP ¥FA aka-
nemuri, KubepHeTrka »oHe akmapaTThIK TEXHOJIOTHsUIAp MHCTHTYTHI, KongaHOanbl MexaHnKa )KOHE MH)KEHEp-
nik rpaduxa xapenpacsl, CordaeB yHuBepcureri (Anmarsl, Kasakcran), https://www.scopus.com/authid/detail.
uri?authorld=6506823633, https://www.webofscience.com/wos/author/record/1923423
BOMYMK Banbmemap, TeXHHKA FhUIBIMAAPBIHBIE AOKTOPHI ((pu3-Mar), JIIOOTHH TEXHOIOTHSIBIK YHHBEPCH-
terinin npodeccopsr (JIroGmunH, Ilombma), https://www.scopus.com/authid/detail.uri?authorld=7005121594,
https://www.webofscience.com/wos/author/record/678586
CMOJIAPXK Ankeid, JIIo0MUH TOMHTEXHUKAIBIK YHUBEPCUTETIHIH dI€KTPOHUKA (aKyIbTeTiHiH goueHTi (JIo-
Omun, [lombia), https:/www.scopus.com/authid/detail.uri?authorld=56249263000, https://www.webofscience.
com/wos/author/record/1268523
KEWJIAH 9iMxaH, TeXHHKa FBUIBIMIAPEIHBIH JOKTOPEL, Ipodeccop (FpuIbIM JoKkTops! (JKamownus)), KP F2XBM
FK «AKnapaTThIK jKOHE ecenTey TeXHOIOTMsUIaphl HHCTHTYTBIHBIHY Oac FBUIBIMU KbI3MeTKepi (Anmartsl, Ka-
3akcra), https://www.scopus.com/authid/detail.uri?authorld=8701101900, https://www.webofscience.com/wos/
author/record/1436451
XAHNPOBA Huna, TexHHKa FBUIBIMIAPLIHBIH JOKTOPEL, npodeccop, KP F2KBM FK «AKmaparThIk xKoHe ecen-
TeY TEXHOJOTHSUIapbl MTHCTUTYTHIHBIHY» 0acC FhUIBIMH KbI3MeTKepi (Anmarsl, Kasakcran), https://www.scopus.com/
authid/detail.uri?authorld=37461441200, https://www.webofscience.com/wos/author/record/1768515
OTMAH Moxammen, PhD, Mudopmarnka, KoMMyHHKAIUSIIBIK TEXHOIOTHSIIAP XKOHE KelliIep KadepachHbIH
npodeccopsr, [lyrpa ynuepcuteri Manaiizus (Cenanrop, Manaiisus), https:/www.scopus.com/authid/detail.
uri?authorld=56036884700, https://www.webofscience.com/wos/author/record/747649
HBICAHBAEBA Cayie Epke0yJaHKbI3bl, TEXHUKAa FBUIBIMAAPBIHBIH J0KTOpbI, norent, KP FXKBM FK
«AKIaparThIK )KOHE ECEITey TeXHOJIOTUsUIaphl HHCTHUTYTHIHBIHY ara FhUIBIMH KbI3MeTKepi (Anmarsl, KasakcTan),
https://www.scopus.com/authid/detail.uri?authorld=55453992600,  https://www.webofscience.com/wos/author/
record/3802041
BUAIIEB Pycram IakameBuy, TeXHUKA FHUIBIMIAPBIHBIH TOKTOPBI, npocbeccop, Hudopmarnka xoHe 6a01<a—
Py Macenesepl HHCTUTYTBI IUPEKTOPBIHBIH OpbIHOAcaphl, AKIApaTThIK KayiNCi3aik 3epTXaHachIHBIH MEHIepyIici
(Kazakcran), https://www.scopus.com/authid/detail.uri?authorld=6603642864, https://www.webofscience.com/
wos/author/record/3802016
KAITAJIOBA Hypcyay AjajaskapKbi3bl, TEXHUKa FhUIbIMIAApbIHbIH Kanaunatel, KP FX)KBM FK «AknaparTbix
JKOHE eCenTey TeXHOJIOTMsUIaphl MHCTHTYTh», Kubepkayinci3uik 3epTxaHachbHbIH MeHrepyici (Aiamars, Ka-
3akcTaH), https://www.scopus.com/authid/detail.uri?authorld=57191242124,
KOBAJIEB Auekcanap MuxaiijioBuy, (usuka-mMareMarvka FhUIBIMIAPBIHBIH JOKTOPbI, YKpauHa YIJITTHIK
Foutbiv akaiemusicbiHbIH akagemuri, Koimanbaabl MaremMaTnka xoHe MeXaHuka HHCTUTYThI ([loHenk, YkpauHa),
https://www.scopus.com/authid/detail.uri?authorld=7202799321,  https://www.webofscience.com/wos/author/
record/38481396
MUXAJIEBUY Anekcanap AJieKCaHIPOBHMY, TEXHHKA FHUIBIMIAPBIHBIH JOKTOPBI, mpodeccop, bemapych
¥Yurreik FeutbiM  akagemusicbiHbiH - akagemuri  (Munck, bemapycs), https://www.scopus.com/authid/detail.
uri?authorld=7004159952, https://www.webofscience.com/wos/author/record/46249977
TUTUHAHY Uon MuxaiiioBu4, Qu3nKka-MaTeMaTHKa FUIBIMIAPBIHBIH JOKTOPBI, aKkaJeMUK, MosoBa Feuibim
AKa/IeMHSICBIHBIH TTPe3u/IeHTi, MonoBa TexHuKanblK yHuBepcuteti (Kummues, Monosa), https://www.scopus.
com/authid/detail.uri?authorld=7006315935, https://www.webofscience.com/wos/author/record/524462

«KP ¥FA Xa6apnaappl. ®@Hu3MKa-MaTeMaTHKA CEPHSICH».
ISSN 2518-1726 (Online),
ISSN 1991-346X (Print)
Menmrikreymi: «Kasakcran PecryOnukachiHbIH YITTHIK FBUIBIM akagemusicbd» PKB (Amvarsr).
AKIIapar areHTTIrHiH Mep3imMai 6acriace3 0achUIBIMBIH, aKIIapaT areHTTINH JKOHE MKEIUIIK OachUIBIMIBI KaiiTa ecernke
Kot Typansl KP Moznenuer sxoHe AKIapar MUHUCTPIIIT «AKapar KOMHTET PeciyOimKaibik MEMIIEKETTIK MeKeMeci
28.02.2025 5x. 6eprern NeKZ20VPY00113741 Kyarik.
TaKbIPBINTHIK OAFBITBI: AKNAPAMIMBIK-KOMMYHUKAYUATIBIK MEXHONO0UALAD
Kasipri yakpITTa: «aKnapammolk-KoMMYHUKAYUSIbIK mexHonousiapy bazvimul 6ouvinuia KP B M BFCEK
YCbIHRAH JCYPHANOAP MIZIMIHE eHOI.
Mep3imainiri: orcvineina 4 pem.
Penakumsubig MekeH-xkaiibl: 050010, Armamol K., [leguenxo kow., 28, 219 6oa., men.: 272-13-19
http://'www.physico-mathematical.kz/index.php/en/

© «Kazakcran PecryOnikachiHbIH Y ITTHIK FRUIBIM akanemusice» PKB, 2025

2




IJIABHBIN PEJAKTOP:
MYTAHOB I'nsmmvkanp MyTaHoBHY, JTOKTOP TEXHUYECKHX HAyK, mpodeccop, akagemuk HAH PK, n.0. resepansHoro
npekropa «MHeTuTyTa MHGOPMALMOHHBIX U BbruuciuTenbHbIX TexHonoruiny KH MHBO PK (Anmvarsl, Kazaxcran),
https://www.scopus.com/authid/detail.uri?authorld=6506682964, https://www.webofscience.com/wos/author/record/142
3665

PenakumonHast KoJuterusi:
KAJIMMOJIZAEB Maxkcar HypaauioBud, (3aMecTHTEIb IIABHOTO PEIAKTOPa), JOKTOP (DH3HKO-MATeMATHICCKUX
Hayk, npodeccop, axkanemuk HAH PK, coBetHuk renepanbHoro mupexropa «MHctutyra MH(GOPMALMOHHBIX U
BorunciuTenbHbIX Texuonoruiiy KH MHBO PK, 3aBenyroumii taboparopueii (Anmvarsl, Kazaxcran), https:/www.scopus.
com/authid/detail.uri?authorld=56153126500, https://www.webofscience.com/wos/author/record/2428551
MAMBIPBAEB Opxen KymaxkanoBud4, (yueHslii cexperapb), Hoktop ¢mmocopun (PhD) mo cremmansHOCTH
«MHpopMaIMOHHBIE CHCTEMBD, 3aMecTuTeNlb Jupekropa 1o Hayke PITI «MHcturyT MHQOpMAlMOHHBIX U
BBIYUCIHTEIBHBIX TexHonorni» Komurera nayku MHBO PK (Amvarsi, Kasaxcran), https://www.scopus.com/authid/
detail.uri?authorld=55967630400, https://www.webofscience.com/wos/author/record/1774027
BAUT'YHYEKOB Kymanui 7KanadaeBud, T0KTOp TeXHUUECKHX HayK, mpodeccop, akagemuk HAH PK, Uucturyt
KHOCPHETHKH 1 HH(OPMALIMOHHBIX TEXHOIOTHA, Kadeapa NPUKIATHON MEXaHUKH U HIDKSHEPHOH rpad ik, YHUBEPCUTET
CarmaeBa  (Anmmvarel, Kazaxcran), https:/www.scopus.com/authid/detail.uri?authorld=6506823633,  https:/www.
webofscience.com/wos/author/record/1923423
BOUYUK Basbaemap, DOKTOp TeXHHYECCKHX HayK ((us.-mar.), mpodeccop JIFOOMMHCKOIO TEXHOIOIHIECKOro
yuuBepeutera (JlroOmun, Ilombia), https://www.scopus.com/authid/detail.uri?authorld=7005121594,  https:/www.
webofscience.com/wos/author/record/678586
CMOVJIAPK Anjkeid, ToLeHT (aKy/sTera MeKTPOHUKY JIFOOIMHCKOTO MONMUTEXHUYECKOro yHuBepeutera (JIroomm,
ombua), https://www.scopus.com/authid/detail.uri?authorld=56249263000, https://www.webofscience.com/wos/author/
record/1268523
KEMJIAH Asnmvxas, J0KTOp TeXHUUYECKHX Hayk, mpodeccop (Doctor of science (Japan)), miaBHbIA HAy<HBII COTPYAHUK
PI'TT «MHcTuTyTa MHGMOPMALMOHHBIX U BhrurcanTesbHbiX TexHonorui» KH MHBO PK (Anmarsl, Kazaxcran), https://
www.scopus.com/authid/detail.uri?authorld=8701101900, https://www.webofscience.com/wos/author/record/1436451
XAUPOBA Huna, [I0KTOp TeXHHMYECKMX HayK, mpodeccop, MiaBHbII HayuHblii corpysuuk PITI «MuctutyTa
MH(OPMAIMOHHBIX U BhranciuTebHbIX TexHomoruiny KH MHBO PK (Amvarsi, Kasaxcran), https://www.scopus.com/
authid/detail.uri?authorld=37461441200, https://www.webofscience.com/wos/author/record/1768515
OTMAH Moxamen, jokrtop (unocoduu, npodeccop KOMIBIOTEPHBIX Hayk, JlenapraMeHT KOMMYHHKAIMOHHBIX
TexHonorui u ceredt, Yuupepcurer [lyrpa Manaiizus (Cenasrop, Manaiizus), https://www.scopus.com/authid/detail.
uri?authorld=56036884700, https://www.webofscience.com/wos/author/record/747649
HBICAHBAEBA Cayie Epkefy/1aHOBHA, TOKTOpP TEXHHMYECKHX HAYK, JIOLEHT, CTAapLIni HayuHbli corpymuuk PITI
«MHcTnTyTa MHPOPMALMOHHBIX 1 BbIHcMTeNnbHbIX TexHomnoruipy KH MHBO PK (Anmarsr, Kazaxcran), https:/www.
scopus.com/authid/detail.uri?authorld=55453992600, https://www.webofscience.com/wos/author/record/380204 1
BUSILIEB Pycram akaneBuy, T0KTOp TEXHHUECKUX HAyK, IPodeccop, 3aMecTuTes aupektopa MHetuTyTa mpodnem
HUH(OPMATHKH 1 yIPABIICHIS, 3aBSAYIOLIIHIT Tabopatopueii nadpopMarmonHoi 6e3onacHoctu (Kasaxcran), https:/www.
scopus.com/authid/detail.uri?authorld=6603642864, https://www.webofscience.com/wos/author/record/3802016
KAITAJIOBA Hypcy:ny AiazkapoBHa, KaHIM1aT TEXHUYECKUX HAYK, 3aBeLy O Taboparopueil knubepde3onacHoCTH
PI'TT «MHcTuTyTa MHGMOPMALMOHHBIX U BhrurcanTenbHbiX TexHonorui» KH MHBO PK (Anmarsi, Kazaxcran), https://
www.scopus.com/authid/detail.uri?authorld=57191242124,
KOBAJUIEB Auexcanap MuxaiiioBuy, J0okTop (u3uko-marematnueckux Hayk, akageMuk HAH  VYkpaunsl,
Wnctutytr npukiamgHoii Maremarnku u - Mexanuku  ([Jowenx, VYikpamma), https:/www.scopus.com/authid/detail.
uri?authorld=7202799321, https://www.webofscience.com/wos/author/record/38481396
MUXAJIEBUY Asexcanap AJieKCaHIPOBHY, JOKTOP TEXHUUYECKHX Hayk, mpodeccop, akanemuk HAH Benapycu
(Munck, Bemapycn), https:/www.scopus.com/authid/detail.uri?authorld=7004159952, https://www.webofscience.com/
wos/author/record/46249977
TUTUHSIHY Hon MuxaiisioBH4, TOKTOp (U3UKO-MATEMATHUICCKHX HayK, aKaJeMHK, MPE3UICHT AKaJeMHH HayK
Monnosbl, Texundeckuit ynusepcuter Mommossl (Kummues, Mormosa), https:/www.scopus.com/authid/detail.
uri?authorld=7006315935, https://www.webofscience.com/wos/author/record/524462

«M3Bectuss HAH PK. Cepusi pusnko-mareMaTuyecKas».

ISSN 2518-1726 (Online),

ISSN 1991-346X (Print)

CobGctBeHHUK: Pecnybnukanckoe obujecmeennoe obveounenue «Hayuonanonasn axademuss nayk Pecnyonuxu
Kasaxcmany (2. Anmamot).

CBHETEIBCTBO O TIOCTAHOBKE HA MEpeydeT MePHOIMIECKOro Me4aTHOTO N3aHNus, THYOPMAIIMOHHOTO areHTCTBA
u cereBoro u3nanust Ne KZ20VPY00113741. /lara Beinaun 28.02.2025

Temaruueckast HaNpaBICHHOCTb: UHDOPMAYUOHHO-KOMMYHUKAYUOHHBIE MEXHOTOUM.

B Hacrosiiee Bpemsi: gouten 6 cnucok scypuanos, pexomenoosannvix KOKCHBO MHBO PK no nanpagnenuio
«UHPOPMAYUOHHO-KOMMYHUKAYUOHHBIE MEXHOLOUUN.

IMepronnunocTs: 4 pasa 6 200.

Anpec penakuun: 050010, e. Anmamor, yn. [lesuenxo, 28, ogp. 219, men.: 272-13-19
http://www.physico-mathematical.kz/index.php/en/

© POO «Hauunonansnas akagemus Hayk Pecrryomkn Kasaxcramy, 2025

3



CHIEF EDITOR:

MUTANOYV Galimkair Mutanovich, doctor of technical sciences, professor, academician of NAS RK, acting
General Director of the Institute of Information and Computing Technologies CS MES RK (Almaty, Kazakhstan),
https://www.scopus.com/authid/detail.uri?authorld=6506682964,  https://www.webofscience.com/wos/author/
record/1423665

EDITORIAL BOARD:
KALIMOLDAYEV Maksat Nuradilovich, (Deputy Editor-in-Chief), Doctor of Physical and Mathematical
Sciences, Professor, Academician of NAS RK, Advisor to the General Director of the Institute of Information and
Computing Technologies of the CS MES RK, Head of the Laboratory (Almaty, Kazakhstan), https://www.scopus.
com/authid/detail.uri?authorld=56153126500, https://www.webofscience.com/wos/author/record/2428551
Mamyrbaev Orken Zhumazhanovich, (Academic Secretary), PhD in Information Systems, Deputy Director
for Science of the Institute of Information and Computing Technologies CS MES RK (Almaty, Kazakhstan),
https://www.scopus.com/authid/detail.uri?authorld=55967630400, https://www.webofscience.com/wos/author/
record/1774027
BAIGUNCHEKOV Zhumadil Zhanabaevich, Doctor of Technical Sciences, Professor, Academician of
NAS RK, Institute of Cybernetics and Information Technologies, Department of Applied Mechanics and
Engineering Graphics, Satbayev University (Almaty, Kazakhstan), https://www.scopus.com/authid/detail.
uri?authorld=6506823633, https://www.webofscience.com/wos/author/record/1923423
WOICIK Waldemar, Doctor of Technical Sciences (Phys.-Math.), Professor of the Lublin University of
Technology (Lublin, Poland), https://www.scopus.com/authid/detail.uri?authorld=7005121594, https://www.
webofscience.com/wos/author/record/678586
SMOLARJ Andrej, Associate Professor Faculty of Electronics, Lublin polytechnic university (Lublin, Poland),
https://www.scopus.com/authid/detail.uri?authorld=56249263000,  https://www.webofscience.com/wos/author/
record/1268523
KEILAN Alimkhan, Doctor of Technical Sciences, Professor (Doctor of science (Japan)), chief researcher of
Institute of Information and Computational Technologies CS MES RK (Almaty, Kazakhstan), https://www.scopus.
com/authid/detail.uri?authorld=8701101900, https://www.webofscience.com/wos/author/record/1436451
KHAIROVA Nina, Doctor of Technical Sciences, Professor, Chief Researcher of the Institute of Information
and Computational Technologies CS MES RK (Almaty, Kazakhstan), https://www.scopus.com/authid/detail.
uri?authorld=37461441200, https://www.webofscience.com/wos/author/record/1768515
OTMAN Mohamed, PhD, Professor of Computer Science Department of Communication Technology
and Networks, Putra University Malaysia (Selangor, Malaysia), https://www.scopus.com/authid/detail.
uri?authorld=56036884700, https://www.webofscience.com/wos/author/record/747649
NYSANBAYEVA Saule Yerkebulanovna, Doctor of Technical Sciences, Associate Professor, Senior
Researcher of the Institute of Information and Computing Technologies CS MES RK (Almaty, Kazakhstan),
https://www.scopus.com/authid/detail.uri?authorld=55453992600, https://www.webofscience.com/wos/author/
record/3802041
BIYASHEYV Rustam Gakashevich, doctor of technical sciences, professor, Deputy Director of the Institute for
Informatics and Management Problems, Head of the Information Security Laboratory (Kazakhstan), https://www.
scopus.com/authid/detail.uri?authorld=6603642864, https://www.webofscience.com/wos/author/record/3802016
KAPALOVA Nursulu Aldazharovna, Candidate of Technical Sciences, Head of the Laboratory cybersecurity,
Institute of Information and Computing Technologies CS MES RK (Almaty, Kazakhstan), https://www.scopus.
com/authid/detail.uri?authorld=57191242124,
KOVALYOYV Alexander Mikhailovich, Doctor of Physical and Mathematical Sciences, Academician of the
National Academy of Sciences of Ukraine, Institute of Applied Mathematics and Mechanics (Donetsk, Ukraine),
https://www.scopus.com/authid/detail.uri?authorld=7202799321,  https://www.webofscience.com/wos/author/
record/38481396
MIKHALEVICH Alexander Alexandrovich, Doctor of Technical Sciences, Professor, Academician of
the National Academy of Sciences of Belarus (Minsk, Belarus), https://www.scopus.com/authid/detail.
uri?authorld=7004159952, https://www.webofscience.com/wos/author/record/46249977
TIGHINEANU Ion Mihailovich, Doctor of Physical and Mathematical Sciences, Academician, President of the
Academy of Sciences of Moldova, Technical University of Moldova (Chisinau, Moldova), https://www.scopus.
com/authid/detail.uri?authorld=7006315935, https://www.webofscience.com/wos/author/record/524462

News of the National Academy of Sciences of the Republic of Kazakhstan.

Series of Physics and Mathematics

ISSN 2518-1726 (Online),

ISSN 1991-346X (Print)

Owner: RPA «National Academy of Sciences of the Republic of Kazakhstan» (Almaty).

Certificate No. KZ20VPY00113741 on the re-registration of the periodical printed and online publication of the
information agency, issued on 28.02.2025 by the Republican State Institution «Information Committee» of the
Ministry of Culture and Information of the Republic of Kazakhstan

Subject area: information and communication technologies.

Currently: included in the list of journals recommended by the CCSES MSHE RK in the direction of «Information
and communication technologies».

Periodicity: 4 times a year.

Editorial address: 28, Shevchenko str., of. 219, Almaty, 050010, tel. 272-13-19
http://'www.physico-mathematical.kz/index.php/en/

© National Academy of Sciences of the Republic of Kazakhstan, 2025

4



ISSN 1991-346X 1. 2025

NEWS OF THE NATIONAL ACADEMY OF SCIENCESOF THE REPUBLIC OF KAZAKHSTAN
PHYSICO-MATHEMATICAL SERIES

ISSN 1991-346X

Volume 1. Namber 353 (2025). 259-269

https://doi.org/10.32014/2025.2518-1726.338
UDC 004.89

©A. Ospanov', A.J. Pedro’, T. Turymbetov?, K. Dyussekeyev',
A. Zhumadillayeval, 2025.

'L.N.Gumilyov Eurasian national university, Astana, Kazakhstan;
2Universitat Politecnica de Valéncia, Valencia, Spain;
3International University of Tourism and Hospitality, Turkestan, Kazakhstan.
E-mail: zhumadillayeva ak@enu.kz

ADVANCEMENTS IN ERP SYSTEMS THROUGH EMERGING
TECHNOLOGIES, MACHINE LEARNING AND HYBRID
OPTIMIZATION TECHNIQUES

Almas Ospanov — Doctoral student, L.N. Gumilyov Eurasian national university, Astana, Kazakhstan,
ospanov_ad 4@enu.kz, ORCID ID: https://orcid.org/0009-0004-3834-130X;

Alonso-Jorda Pedro — PhD, Professor, Universitat Politécnica de Valéncia, Valencia, Spain,
palonso@upv.es, ORCID ID: https://orcid.org/0000-0002-6882-6592;

Tursinbay Turymbetov — candidate of technical sciences, International University of Tourism and
Hospitality, Turkestan, Kazakhstan, Turymbetov.t@gmail.com, ORCID ID: https://orcid.org/0000-
0003-0178-8701;

Kanagat Dyussekeyev — candidate of technical sciences, PhD, L.N.Gumilyov Eurasian national
university, Astana, Kazakhstan, dyussekeyev_ka@enu.kz, ORCID ID: https://orcid.org/0000-0001-
7691-2506;

Ainur Zhumadillayeva — Candidate of technical sciences, Associate professor, L.N.Gumilyov
Eurasian national university, Astana, Kazakhstan, zhumadillayeva ak@enu.kz, ORCID ID: https://
orcid.org/0000-0003-1042-0415.

Abstract. Enterprise Resource Planning (ERP) systems have evolved into
advanced business management platforms, integrating diverse organizational
processes. The increasing need for real-time data processing and intelligent
decision-making has led to the incorporation of machine learning (ML) and hybrid
optimization into ERP systems, enabling greater efficiency, automation, and
predictive capabilities. This paper systematically reviews the latest developments
in ML-driven ERP solutions, analyzing over 70 scholarly articles. ML algorithms
improve demand forecasting, inventory management, and resource allocation, while
hybrid optimization effectively balances costs, operational efficiency, and resource
distribution. The integration of ML with ERP significantly enhances supply chain
operations, streamlining logistics, procurement, and warehouse management while
reducing inefficiencies.
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The role of ML-powered ERP in human resource management (HRM) is also
explored, particularly its application in employee turnover prediction, recruitment
optimization, and workforce planning. Additionally, ERP security and transparency
are being enhanced through technologies such as federated learning and blockchain,
ensuring secure and decentralized data management. Future research will focus
on deep learning, cloud-based ERP, and big data analytics, which will further
enhance predictive modeling, business intelligence, and operational automation.
The incorporation of artificial intelligence (Al), IoT, and smart decision systems
will allow enterprises to optimize workflows, reduce risks, and develop data-driven
strategic frameworks, ensuring resilience and adaptability in highly dynamic
business environments.

Key words: ERP systems, machine learning, hybrid optimization, big data,
artificial intelligence, automation, predictive analytics.
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03bIK TuIaTGopManapbiHa alHaNIbl. HaKThl yakbIT peXuMiHIE AepeKTepii
OHJIEYTEe JKOHE MHTEIUISKTYaJIbI IICHTiMIep KaOblaayFra JereH ocil Keye KaTKaH
KOKETTUTIK MalIMHAJIBIK OKBITYBI (MO) enrizyre sxone KPX skyiienepine rubpumnri
OHTaWIaHBIPYFa ajbIll KeNJi, OYJI THIMJIUTIKTi, aBTOMATTaHABIPYIbI, COHIaNH-aK
OoIDKaMIBIK MYMKIHAIKTEep/Ii apTThipaabl. by makamana MO wrerizingeri KPXK-ra
KaTBICTHI IIETIIMEPi CaTaChIHIaFbl COHFBI )KETICTIKTEp XKYHeN Typae Kapanbi, 70-
TEH acTaM FBUIBIMU Makaia Tainnaabpl. MO anropuTMiiepi CypaHbICThI OOIDKAYIIbI,
WHBEHTApU3alMSHBI 0acKapylbl >KOHE pecypcTapabl Oemymi >kakcapTajbl, Oyl
peTTe THOPHIATI OHTAWIaHJBIPY IIBIFBIHIAP/BI, ONEPANHSIBIK THIMIUTIKTI XKOHE
pecypcrapabl Oemyni THiMAl TeHecTipin oTelp. MO-absiH KPXK-Men nnterpauunscet
JKETKI3y Ti30eriHiH OIepanusIapblH aUTapibIKTal JKaKcapTaJlbl, JOTHCTUKAHBI,
carblll  alyAbl OHTAWIAHIBIPAABI, COHAAW-aKk KoWMamapabl Oackapy JKoHE
TUIMCI3IIKTEP/Ii a3aiTaIbl.

Conpnaii-ak, Kaapiblk pecypcrapasl 0ackapynarsl (KPB) MO-neiH pemi, aran
aliTKaH/a, OHBIH KaJpiapiblH TYpaKTalyblH OOJDKayFa, )KYMBICKA KaObUIIaymIbl
OHTaWIaH/BIPYFa KOHE KYMBIC KYIIIiH jKOCTIapiiayFa KOJJaHYbl KapacThIPbLIAIbL.
bynan Oacka, KPX xayincizmiri MeH amibIKTBIFBI JEpeKTep/i Kayilci3 j>KoHe
OPTANIBIKCHI3IAHIBIPBUTFaH OacKapyFa MYMKIHIIK OepeTiH QeaepaiblK OKBITY
JKoHE OJIOKYCHH CHSIKTHI TEXHOJIOTHsIIapMeH KymiewTineni. bomamak 3eprreynep
TepeH OKbITyFa, OynaTTel KP)XK-Fa, coHpmaif-ak YIKeH JepeKTep TajjiayblHa
OarpITTaNaThiH OoNazpl, OV OOKaMIBl MOJEBJACYMi, OW3HEC-WHTEIUIeKTTI,
orepanusiappl aBTOMATTAHABIPYIABl OJaH dpi JKaKcapTyFa MYMKIHIIK Oepei.
XKacauner waTeekrti (OKUW), waTepHer 3arrap (M3) >koHe WHTEIIEKTyalibl
memnriMzep KaObUIAay JKYyHeNepiH eHTi3y KOCIMOpBIHAApFa JKYMBIC MPOIECTepiH
OHTaWIaHBIPYFa, TOYEKEN]li TOMEHJIETYTe JKOHE JKOFaphl CEpIiHII AaMBIN KeJe
JKaTKaH OW3HEC OpTaja TYPAKThUIBIK IEH TEMe-TeHMIKTI KaMTaMachl3 €TeTiH
JIepeKTepre HeTi3AeNTeH CTPATeTHUsUIBIK HeTi3/Iep/Ii TaMbITyFa MYMKIHIIIK Oepeti.

Tyiiin ce3mep: KPXK >xyifenepi, MalinHANBIK OKBITY, THOPHITI ONITUMU3AIHS,
YIJIKEH JepeKTep, )KacaH bl MHTEJUICKT, aBTOMATTaH IbIPY, OOJDKAM/IBIK aHAJTUTHKA.
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AnHotanmus. Cucrembl MIaHupoBaHus pecypcoB mpeanpustus (CIIP)
MPEBPATHITUCH B MEPEIOBbIE MIaT(HOPMBI YIIPABICHHS OM3HECOM, OOBEIUHSIOIINE
pasTUYHBIC OpraHW3allMOHHBIC TIpollecchl. Pactymias moTpeOHOCTs B 00padoTKe
JIAHHBIX B PEKHME PEaNbHOTO BPEMECHHU M MIPUHATHU HHTEIUICKTYaTbHBIX PEIICHUN
npuBena K BHEAPEHUI0 MaMHHOTO 00y4enust (MO) u rubpuIHON ONTHUMU3AIMN
B CIIP-cucremsl, obecrnieunBas moBbIIeHHE 3()()EKTUBHOCTH, aBTOMATH3AIUIO
M BO3MOXXHOCTH TIIPOTHO3MPOBaHWA. B 1maHHOW cTaThe CHCTEMaTHYecKd
paccMaTpuBarOTCs TocneaHue noctmxenus B oonactu CIIP-pemennii Ha ocHOBE
MO, npoananuzuposano 6onee 70 HayuHbIX cTareil. Anropurmbel MO ymydmniaior
MMPOTHO3UPOBAaHUE CIIPOCa, yMpaBJICHUE 3allacaMHi U paclpelleieHne PecypcoB,
a ruOpuaHas onTUMU3anus dPHEKTHBHO OaTaHCHPYET 3aTpaThl, OMEPAITHOHHYIO
3¢ dexTUBHOCTD U pactpenenenue pecypco. Muarerparus MO ¢ CIIP 3HauntenbHO
ylIydliaeT paboTy UEMoYeK MOCTABOK, ONTHUMHU3UPYs JIOTHCTHKY, 3aKyNKd U
yIpaBJIeHHUE CKIIalaMu ¥ CHUKast Hed(PPEKTUBHOCTb.

Taxoke paccmarpuaercs posb CITP Ha 6aze MO B yIipaBiIeHIH Y€TTOBEUCCKUMHU
pecypcamu (YUP), B yacTHOCTH ee IPUMEHEHHE TSI TPOTHO3UPOBAHUS TEKYIECTH
KaJpoB, ONTUMH3ALINU HaliMa U MJIaHUPOBAHUS TPYAOBBIX pecypcoB. Kpome Toro,
6e3omacHocTh U ipo3padHocTs CIIP moBsImaroTcst Oaronapsi TaKMM TEXHOJIOTASIM,
Kak ¢enepaTUBHOE OOydYeHHE W OJOKUCHH, 0OeCIeunBalOmMUM Oe30macHOEe |
JICTICHTPAIM30BAHHOE YIpaBJIeHHE JaHHBIMH. bymymue wuccienoBanus OynyT
COCpEIOTOUCHBI Ha TyOokoM 00yueHuu, oOnmaunbix CIIP u aHamuTHke OOMBIIAX
JAHHBIX, YTO IIO3BOJUT emle OOJbIlle YCOBEPIICHCTBOBATh MPEIUKTHBHOE
MOJIENTUPOBaHNE, ON3HEC-aHAUTHKY U aBTOMATH3AIHIO OTIepaIinii.

Buenpenune wuckycctBennoro wunreiiekra (M), umatepnera Bemeit (MB)
YW WHTCIUICKTYQJIbHBIX CHUCTEM NPUHSATUS PEIICHUH TO3BOJUT MPEIIPUITUIM
ONTUMHU3WPOBaTh pabouue TMpoIecchl, CHU3UTh PUCKA U  paszpadorarh
CTpaTernYecKrue OCHOBBI, OCHOBAaHHBIC HA JAHHBIX, 00ECIIeurBas yCTOMYNBOCTh U
aIaTITUBHOCTD B BHICOKOJAMHAMUYHOMN OM3HEC-Cperie.

KioueBsie ciioBa: CIIP-cuctembl, MammmHHOE 00y4eHue, THOPUIHAS ONITUMH-
3a1us, OONBIITNE TaHHBIC, UCKYCCTBEHHBI MHTEIICKT, aBTOMATH3AIIHS, TPOTHO3HAS
aHAJIMTHKA.
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Introduction. ERP (Enterprise Resource Planning) systems have evolved from
basic process integration tools into sophisticated platforms essential for managing
complex business processes and data across finance, production, logistics, and
human resources. This evolution reflects the increasing demands of modern
industries for real-time data processing and enhanced decision-making capabilities.
Recent advancements in machine learning (ML) and hybrid optimization represent
a pivotal shift in ERP’s capabilities, enabling more intricate operational efficiency,
automation, and predictive analytics (Azevedo, et al., 2024). Traditional ERP
systems were often limited by high implementation costs, lack of flexibility, and
scalability issues, which hindered adoption. However, as industries adopt digital
transformation strategies, ERP systems must now go beyond basic integration to
support data-driven processes that align with strategic goals. For instance, hybrid
optimization in ERP supply-chain management has shown promise in energy
management applications, where fluctuating demand and external variables, such as
energy prices and regulations, require adaptive optimization (Reddy, et al., 2024).
The shift towards ML-integrated ERP represents a significant milestone in digital
transformation, promising benefits in strategic planning and operational insights
that support long-term objectives (Ebirim, et al., 2024).

Methods and materials. A comprehensive systematic literature review was
conducted to explore current trends in ERP systems, focusing on advancements in
ML and hybrid optimization. Seventy recent articles were selected using inclusion
criteria based on relevance to ML and hybrid optimization in ERP systems. After an
initial screening, fifteen articles were further reviewed to assess specific contributions
to ERP technology, covering a diverse range of applications across industries. The
literature review methodology involved filtering by keywords related to ERP, ML,
and optimization techniques in databases like Scopus, IEEE Xplore, and Web of
Science. Figure 1 below illustrates the article selection and filtering process, which
ensured that the analysis included only the most relevant studies.

Machine learning (ML) and hybrid optimization in ERP systems

The introduction of Machine Learning (ML) and Hybrid Optimization techniques
into ERP systems represents a critical milestone in this evolution, enabling more
complex operational efficiency, automation, and real-time predictive analytics.
As industries increasingly rely on data-driven processes, ERP systems must now
offer capabilities that not only support basic functions but also enhance long-term
strategic decision-making by offering predictive insights and automation at scale
(Feng, et al., 2024).

The transition from traditional ERP systems, which primarily focused on
process integration, to modern ERP systems that leverage Al and ML reflects
the broader trend towards digital transformation. Its applications in supply-chain
management where, in addition, hybrid optimization, is also gaining traction in
energy management systems integrated into ERP platforms. This approach enables
companies to optimize their energy consumption based on fluctuating demand and
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external variables, such as energy prices and environmental regulations. In this
context, ERP systems are increasingly being used not only for automating repetitive
tasks, but also for providing analytical insights that drive strategic initiatives (Tuli,
etal., 2022).

Traditional ERP platforms were limited by high costs, lack of flexibility, and
challenges with scalability. The implementation of ERP systems encompass elevated
failure rates, intricate deployment procedures, budgetary excesses, opposition to
change, the necessity for proficient change management, difficulties associated
with customization, integration complications, and insufficient user training. ML
algorithms provide ERP systems with the ability to learn from historical data and
make informed predictions about future outcomes. This capability has significantly
enhanced various facets of ERP systems, including demand forecasting, inventory
optimization, and maintenance scheduling (Feng, et al., 2024).
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Figure 1. Method of systematic literature review.

ML algorithms enhance ERP systems by enabling predictive analytics,
demand forecasting, inventory optimization, and maintenance scheduling, as
well as optimizing resource management and strategic planning. In supply chain
management, for example, ML-based models can adjust inventory levels in real
time by analyzing seasonality, economic conditions, and historical sales trends.
The observation that ML-enhanced ERP systems reduce lead times and improve
inventory turnover rates, showcasing ML’s practical benefits for supply chains
(Fadojutimi, et al., 2024). In human resource management, ML algorithms help
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predict employee turnover, optimize hiring strategies, and align HR objectives with
long-term organizational goals. Hybrid optimization, combining ML with traditional
optimization methods, addresses complex multi-objective challenges within ERP
systems by balancing trade-offs like cost, resource allocation, and operational
efficiency. In addition, performed SWOT analysis of optimization algorithms that
offers insights into how hybrid approaches effectively enhance ERP performance
through the integration of predictive analytics with operational processes.

One of the primary applications of hybrid optimization is in supply-chain
management, where businesses must constantly balance competing objectives—
such as inventory management, cost control, and lead-time reduction. Also, an
application of multi-objective optimization to ERP systems to streamline decision-
making processes by integrating factors such as production costs, employee
schedules, and resource allocations into a unified model (Feofanov, et al., 2020).

Industrial applications of ERP systems with ML and hybrid optimization
techniques

The integration of ML into supply-chain management has revolutionized
logistics and inventory management. By analyzing large datasets, ERP systems
with ML capabilities can predict demand trends, optimize supply routes, and
manage inventory more effectively (Gollangi, H.K., et al., 2024).

By automating demand forecasting and inventory replenishment, ML-based ERP
systems help businesses minimize overstocking and stock-outs. Additionally, ML
algorithms analyze external factors such as market trends, customer preferences,
and historical data to ensure that the supply-chain is agile and responsive to changes
in demand (Hammouch, et al., 2024).

ERP systems have also found significant applications in HRM. By utilizing ML
models, businesses can predict employee performances, assess recruitment needs,
and optimize workforce management (Zhao, 2024). It’s been demonstrated that ML
enabled ERP systems improve the alignment between human resource strategies
and organizational objectives. This alignment ensures that staffing levels are
optimized, based upon past data, to meet current and future needs of the enterprise
(Jawad, et al., 2024).

Emerging technologies in ERP systems

Inaddition to its applications in supply-chain management, hybrid optimization is
also gaining traction in energy management systems integrated into ERP platforms.
This approach enables companies to optimize their energy consumption based on
fluctuating demand and external variables, such as energy prices and environmental
regulations. By employing hybrid optimization techniques, companies can reduce
their operational costs while adhering to sustainability goals (Krishna et al., 2024).

Big data analytics enhances the capabilities of cloud ERP by enabling the analysis
of massive datasets. This allows businesses to derive actionable insights from data
and improve various areas of the business such as decision-making processes
across various domains, including finance, supply-chain management and customer
relationship management (Lu, 2020). The integration of Al into ERP systems is a
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significant development that has enabled businesses to automate complex decision-
making processes. Al-driven ERP systems can automate repetitive tasks and enhance
predictive analytics. These cognitive ERP systems are capable of processing vast
amounts of data in real time, providing recommendations for optimizing resources
and improving operational efficiency (Hrischev, et al., 2023). The reviews highlight
how hybrid ERP systems can benefit from integrating ML for real-time resource
optimization. Hybrid optimization models which are combining deep-learning,
genetic algorithms, and predictive analytics have proven effective in improving
ERP scalability and decision-making (Kumar, 2024).

In overall, current emerging technologies in ERP systems could solve the
challenges such as the complexity of integrating ML models and techniques into
existing ERP systems and managing large-scale data more efficiently. Table 1
outlines current technologies applications and its benefits in summarized content.

Table 1. Comparative analysis of emerging technologies in ERP systems

# Technology Applications Benefits
1 . labili ibili -
Cloud ERP Data storage, real-time access Sca al.)l ity, accessibility, cost
effectiveness
2 Big data analytics PredicFive modeling, customer Deeper insights., improved decision-
analytics making, analytics
3 Al Automation, predictive Automation of tasks, better
analytics resource management
4 Blockchain Secpre tran§actions, supply- Enhanced s.egurity, transparency,
chain tracking and traceability
> IoT Integration Real-time data processing Tmp rove.d operational efficiency,
automation

Results and discussion.

Although the current advancements in ML and hybrid optimization in ERP
systems offer substantial benefits, certain areas are still unexplored. One of the
promising avenues for future research is the application of federated learning to
enhance data privacy in ERP systems. By enabling decentralized ML models which
allows businesses to process data locally while protecting sensitive information.
Specially, it is vital if data has to be stored on-premises in local servers.

Integrating blockchain technology into ERP systems offers a secure and
transparent way to track transactions and manage supply-chains. Blockchain’s
immutable ledger could be used to enhance the security and traceability of
transactions within ERP systems.

The integration of ML and hybrid optimization in ERP systems has enhanced
decision-making and operational efficiency, although challenges remain in data
privacy and scalability. Future research should focus on federated learning, which
allows decentralized ML models to process data locally, addressing privacy concerns
without sacrificing ERP performance. Federated learning is particularly promising
for companies that store data on local servers and require high data privacy.
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Additionally, blockchain technology could strengthen ERP systems’ security and
transparency, particularly in transaction tracking and supply-chain management.
Table 2 contrasts the areas already well-researched against those requiring further
exploration to advance ERP system adaptability.

Table 2: Comparison of researched vs. Unexplored areas in ERP systems

Researched areas Unexplored areas
ML for predictive maintenance in ERP | Integration of federated learning for data privacy in ERP
systems structure systems

Hybrid optimization for supply-chain | Block-chain integration for supply-chain functions

management in ERP systems traceability in ERP systems
Al-driven human resource | Cognitive ERP systems for automated decision-making
management in ERP implementation

Cloud technology implementations for

scalability and real-time access in ERP Al-enhanced cybersecurity in ERP systems

Big data analytics in ERP systems for | Decentralized ERP models with block-chain integration in
customer insights ERP systems

Integration of gamification models in ERP systems

Virtual Reality (VR) & Augmented Reality (AR)
technologies implementation in ERP systems

Enterprise Architecture (EA) integration with ERP Systems

As shown in the above table 2, further research could explore studies in the
application of federated learning, block-chain integration, cognitive ERP systems,
edge computing in hybrid ERP systems, gamification integration, VR / AR
technologies integration into ERP Systems and TOGAF framework implementation
along with ERP systems to address scalability, flexibility challenges and enhance
ERP systems adaptability for current trends.

Conclusion. The literature demonstrates that ML and hybrid optimization
methods are reshaping ERP systems by enhancing resource allocation and
decision-making processes. Nevertheless, effective ML model implementation
faces significant challenges, especially concerning data privacy and scalability. As
ERP systems continue to evolve, integrating emerging technologies like Al and
blockchain is anticipated to play a crucial role in developing resilient, adaptable,
and secure enterprise management solutions.

The amalgamation of ML and hybrid optimization methodologies into ERP
systems has fundamentally transformed the manner in which organizations
administer their operational workflows. These advanced technologies furnish
sophisticated capabilities for predictive analytics, instantaneous decision-making,
and enhanced operational efficiency. Their utilization is particularly pivotal in
industries such as manufacturing, supply chain management, and human resource
management, where they have empowered enterprises to optimize performance
metrics and foster sustainable growth trajectories.

As ERP systems perpetuate their advancement, the incorporation of nascent
technologies such as artificial intelligence (Al), cloud computing, gamification,
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augmented reality (AR) and virtual reality (VR), enterprise architecture (EA), and
blockchain will assume a vital position in molding the future landscape of enterprise
management solutions. Subsequent research endeavors should concentrate on
investigating how these innovative technologies can be harnessed to surmount
existing obstacles and to engender more resilient, scalable, adaptable, and secure
ERP frameworks.

Consequently, forthcoming studies could catalyze the progression of these
models, scrutinizing their scalability and exploring the potential of sophisticated
Al methodologies to enhance the adaptability and efficiency of ERP systems.
In conclusion, the primary challenges associated with ERP implementation
encompass elevated failure rates, intricate deployment procedures, budgetary
excesses, resistance to organizational change, the imperative for effective change
management, hurdles in customization, integration complexities, and inadequate
user training. Addressing these impediments is imperative for organizations to
successfully deploy ERP systems and attain the anticipated levels of operational
efficiency and productivity.
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